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THE EFFECTS OF AN ONLINE ENVIRONMENT DEVELOPED FOR ONLINE
SAFETY AND RISK EDUCATION ON THE KNOWLEDGE LEVELS OF SECONDARY
SCHOOL STUDENTS!M™

ABSTRACT:

The purpose of this research is to examine the effects of trainings conducted in
an online environment designed for online security and risk education on secon-
dary school students’ knowledge levels regarding online security and risk. At the
stage of collecting quantitative data in the research, a single-group pre-test post-
test design, which is one of the weak experimental designs, was used, and the fin-
dings of the research were supported by using the qualitative data collected with
an open-ended questionnaire. The study group of the research consists of students
studying in a central secondary school in Ankara. In the data collection process, a
personal information form, Online Safety and Risk Level Determination Tool, and
an open-ended questionnaire form were used. In order to determine the statisti-
cal methods to be used, it was tested whether the study groups showed a normal
distribution. A computer-based statistical program was used for the analysis of
quantitative data, and descriptive analysis and content analysis methods were used
for the analysis of qualitative data. In the study, regarding the students’ online sa-
fety and risk knowledge levels, it was concluded that it does not change depending
on the time they allocate daily for their purpose of using the internet and whether
they have received training on online security before. The results of the research
showed that the trainings given in the online environment contributed to the stu-
dents’ online safety and risk knowledge levels. In addition, it has been concluded
that the trainings given in the environment are not effective enough to ensure the
permanence of the learned knowledge.

Keywords: Online security, internet security, information security, cyber security,
online learning, distance education.

INTRODUCTION

Online environments affect our lives due to the global pandemic conditions we
are in. In order to control the pandemic, face-to-face education in schools in many
countries around the world has had to be replaced by distance education. Although
the damages caused by COVID-19 cannot be calculated, it can be said that this
global crisis offers an opportunity to rethink education (Zhao, 2020). The events
experienced during the COVID-19 pandemic disrupted the functioning of milli-
ons of schools around the world and led to the decision to close schools to a large

[ Bucalisma, birinci yazar tarafindan ikinci yazarn danismanliginda hazirlanan doktora tezinden tiretil-
mistir.
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extent. Zhao argues that the education redesign process should be about creating
the best educational opportunities for all children.

Comparisons between distance education and face-to-face education have
been frequently encountered during the global pandemic process. Moore et al.
(2011) state that the design of different learning environments may depend on the
learning goal, target audience, access (physical, virtual and/or both), and content
type, and it is important to know how to use the learning environment. Bozkurt
(2020) also states that the quality of educational materials is a subject open to dis-
cussion and that the focus is on quality assurance in the delivery of education and
content, whether in distance education or face-to-face education.

Sagiroglu and Alkan (2018) define information security as “the attempt to pre-
vent information from being obtained by unwanted persons in all kinds of envi-
ronments by using the right technology for the right purpose and in the right way
in order to protect it from threats or dangers”. Safa et al. (2016) state that anti-virus,
firewall, authentication and intrusion detection systems are technological measu-
res that address information security, but they cannot guarantee information se-
curity. Kearney and Kruger (2016) also indicate the fact that information security
awareness trainings should be managed continuously in order to follow the chan-
ges in risk profiles due to the constantly changing risks in online environments.

The study was conducted on the issue of security for online environments as a
sub-dimension of information security. The concept of “online security” was used
within the scope of the research. Hartikainen et al. (2019) defined online security
as the protection of a person’s property, including hardware, software, informati-
on, and intellectual property. One of the most important factors in online security
or internet security problem is the individual. In this regard, Shillair et al. (2015)
stated that developing a user’s sense of personal responsibility is a necessary pre-
cursor to effective online safety interventions. In the same study, it is emphasized
that users need training to increase their knowledge and self-confidence in order
to make the internet a safer place. Celen, Celik, and Seferoglu (2011) also state that
the widespread use of computer and internet technologies contributes to our daily
lives in many ways such as obtaining information and communication but also
poses a threat to children and young people.

The widespread use of social media and other technologies raises concerns
about the threats children to face online (Boyd & Hargittai, 2013). When a litera-
ture review on online safety is conducted, it is noteworthy that parents and peers
are stated as important actors in children’s online safety (Hasebrink et al., 2011). It
is emphasized that especially as the use of digital technologies in schools increases,
teachers are faced with the question of how to encourage their use while protecting
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children (Ahn et al,, 2011). Many countries have different policies and educational
practices aimed at promoting digital learning, digital participation, and digital lite-
racy in schools (Olafsson et al., 2013).

Within the scope of the European Children Online (EU Kids Online) Project
(2010), research was conducted on digital literacy and safety skills, excessive use of
the internet, frequency of online activity, quality of online content, children’s use
of social networks and risk experiences in the online environment. In the research
report, it was stated that most of the children were not disturbed by the negative
things they experienced on the internet and the risks were not perceived as distres-
sing or harmful by the children (Livingstone et al., 2011). This result can be interp-
reted as children do not care about security problems in the online environment
and do not feel the need to take any measures to solve these problems. According
to a current report published within the scope of the European Children Online
Project, in some countries, the amount of time that children spend online every
day is almost double compared to 2010 (Smahel et al., 2020). It has been stated that
children’s negative experiences in the online environment increase with age, and
most of them do not receive any online safety advice on online safety from their
parents, teachers, or friends. Also, it has been reported that children who encoun-
ter negative experiences online display behaviors such as closing the window or
application, ignoring the problem, and blocking the person, in addition to sharing
the issue with someone (Smahel et al., 2020).

Considering the fact that the individual has the greatest responsibility for on-
line safety and security on the Internet, and children frequently use online envi-
ronments, it is thought that it is important for children to gain awareness in this
regard and to reflect this awareness to their behaviors. Mih¢1 and Kilig-Cakmak
(2017) also draw attention to the importance of providing education to students in
order to display responsible and safe behaviors on the internet. On the other hand,
Padlipsky (2018) investigated whether an online course in cybersecurity could be
developed with oftline and face-to-face activities that reflect traditional classroom
methods. The research findings showed that the group participating in both the
online and offline activities of the course had a more positive awareness of cyber-
security.

To be able to reach more individuals from time to time in cases where fa-
ce-to-face education cannot be applied, online education can provide an oppor-
tunity to provide flexibility in terms of space and time. In these days of the glo-
bal pandemic, online education has provided many opportunities to students and
teachers, and made online education be considered from different perspectives.
Especially online environments, which are prepared by considering the target au-
dience and achievements, can play a key role in the education of children. In this
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sense, it is thought that the training to be held in an online environment designed
for online security and risk issues is important in terms of the knowledge levels of
secondary school students about online security and risk.

Purpose of the Research

This research aims to examine the effects of training conducted in an online
environment designed for online security and risk education on secondary school
students’ knowledge levels regarding online security and risk. In the process of
achieving this aim, answers to the following research questions were sought.

How does the students’ knowledge of online safety and risk differ according
to the daily allocated time for the purposes of using the internet and the previous
training on online security, information security, or internet security?

What is the impact of training conducted in an environment designed for onli-

ne safety and risk education on the change in students’ knowledge of online safety
and risk?

What are the effects of online safety and risk training conducted in the online
environment on the permanence of what is learned?

What are the students’ views on the developed online environment?
METHOD
Research Model

In this study, at the stage of collecting quantitative data, a single-group pre-test
post-test design, which is one of the weak experimental designs, was used.

It was aimed to support the quantitative findings of the research with the qu-
alitative data collected through an open-ended questionnaire. The experimental
design and process for the study group of the research are given in Table 1.

https://doi.org/10.7822/omuefd.933480 d
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Table 1.Experimental Design and Process for the Study Group of the Research

Processes Before Study Operations After the
X Method .
Experimental Process | Group Experimental Process

Implementation of the
Online Security and
Risk Leveling tool

Implementation of the
personal information

Implementation of the
form

open-ended question-

. . naire form
Students | Online Education

Implementation of the

Online Security - and Implementation of the

Risk Leveling tool .
persistence test 4 weeks
after the experimental
procedure (Online sa-
fety and risk level de-
termination tool)
Study Group

The study group of the research consisted of students studying at a central
secondary school in Ankara and attending the Information Technologies and
Software course.

Demographic Information About Participants

The profile of the participants varies in terms of the time allocated per day
for the purposes of using the Internet, and whether they have received previous
training on online security, information security or internet security. A total of 30
sixth-grade students participated in the experimental application process of the re-
search, and the data obtained from the students through the personal information
form were presented in sub-titles.

Distribution of Participants by the Time Spent Daily in Using the Internet for
Reading News and Following the Media

A total of 40% (12) of the students in the study group used the internet less than
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15 minutes; 23.3% (7) of the students used the internet less than one hour; 6.7% (2)
of them have daily internet use for 1-3 hours to read news and follow the media; It
was observed that 30% (9) of the students never used the internet for reading news
and following the media (See Table 2).

Table 2. Distribution of Participants by the Time Spent Daily for Reading News and
Following the Media

Daily Mean Time Spent f %
1-3 hour 2 6,7
Less than 1 hour 7 23,3
Less than 15 minutes 12 40
Never 9 30
Total 30 100

Distribution of the Participants according to the Time Spent Daily for Recreational Use of
the Internet

A total of 56.7% (17) of the students in the study group took 1-3 hours; 20%
(6) less than 1 hour; 13.3% (4) 4-6 hours; 6.7% (2) less than 15 minutes; It was
observed that 3.3% (1) of them used the internet for 7 hours or more per day for
entertainment purposes (See Table 3).

Table 3. Distribution of the Participants according to the Time Spent Daily for Rec-
reational Use of the Internet

Daily Mean Time Spent f %

7 hours and more 1 33

4-6 hours 4 13,3

1-3 hours 17 56,7

Less than 1 hour 6 20

Less than 15 minutes 2 6,7
Total 30 100

The Distribution of the Participants by the Time Spent Daily for Using the Inter-
net for Educational Purposes

When the distribution of the participants according to the time they spend da-
ily for educational purposes (doing research, doing homework, continuing distan-
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ce education) is examined, it is seen that the majority of the students in the study
group (76.7%) use the Internet 1-3 times a day for educational purposes (doing
research, doing homework, continuing distance education) (see Table 4).

Table 4. Distribution of Participants by the Time Spent Daily in Educational Use of
the Internet

Daily Mean Time Spent n %
4-6 hour 3 10
1-3 hour 23 76,7
Less than 1 hour 4 13,3

Total 30 100

Distribution of Participants by Receiving Any Previous Training on Online Secu-
rity, Information Security, Cyber Security, or Internet Security

When the distribution of the participants according to their previous education
on online security, information security, cyber security or internet security is exa-
mined, it is seen that the majority of the students in the study group (76.7%) have
had no previous experience in online security, information security, cyber security
or internet security (See Table 5).

Table 5.Distribution of Participants by Receiving Any Previous Training on Online
Security, Information Security, Cyber Security, or Internet Security

Educational Status n %

Yes 7 23,3

No 23 76,7
Total 30 100

Research Process

Experimental implementations of the research were carried out in the first se-
mester of the 2020-2021 academic year with the implementation of the personal
information form and pre-test (Online Security and Risk Level determination tool)
and continued with the implementation of the post-test (Online Security and Risk
Level determination tool) and open-ended questionnaire form. Finally, to test the
permanence of the learning, the content in the online system was closed four we-
eks after the training was completed and the previously applied Online Security
and Risk Level determination tool was reapplied. The procedures performed du-
ring the experimental implementation of the research are shown in Table 6.
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Table 6.Transactions Performed in the Experimental Implementation Process

Weeks Activities

1. Week Informing the participants about the process, examining the
online environment of the participants, applying

the personal information form and pre-test

(Online safety and risk level determination tool)

2.Week- Online learning activities
5.Week
6.Week Implementing of open-ended questionnaire and post-test

(Online safety and risk and leveling tool)

10.Week Implementing of the permanency test
(Online safety and risk level determination tool)
to test the permanence of learning

Within the scope of learning activities in the online environment, weekly tasks
were given to the students every week in the form of synchronous lessons held with
the students via video conferencing tool, independently of the online environment.
Table 7 shows the topics that the students followed each week.

Table 7.Distribution of Topics Followed by Students

Weeks Activities

1.Week | Conscious Use of the Internet Unit - Protection of Personal Data
Conscious Use of the Internet Unit - The Subject of Social Networks

Synchronous participation with video conferencing tool

2.Week [ Conscious Use of the Internet Unit — The Subject of Internet Literacy
Conscious Use of the Internet Unit — The Subject of Cyberbullying
Conscious Use of the Internet Unit — The Subject of Online Risks

End of Unit Events Page

Synchronous participation with video conferencing tool
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cautions

munication Ways

End of Unit Events Page

3.Week | Internet and Network Security Unit - Password Security Issue
Internet and Network Security Unit - Malware Subject
Synchronous participation with video conferencing tool

4.Week | Internet and Network Security Unit -The Subject of Web Security Pre-

Internet and Network Security Unit - The Subject of Unsecured Com-

Synchronous participation with video conferencing tool

Online Environment Design Process

In order to develop the online learning environment, a detailed literature re-
view was conducted and the characteristics that an effective online learning envi-
ronment should have were determined. Although there are different design sug-
gestions in the literature for the design process of online learning environments, a
design model similar to Tiiziin’s (2011) nine-stage design proposal was prepared
for the environment to be used in the study (See Table 8).

Table 8.Design Process of Online Learning Environment

Design Phases

Executed Transactions

1 | Pre-Design Processes

Determination of gains

Performing the

work

analysis

Determining the characteristics
of the target audience,
determining the physical possibilities

3 | Determination of Personnel

Determining the personnel who will be
in charge of the online environment de-
velopment process, realizing the distri-
bution of tasks

Doing the Design/Develop-
ment work

Carrying out the design work by consi-
dering the determined gains, methods
and techniques and physical possibili-
ties
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Evaluation of the environment by the
5 | Experts’ assessment experts in line with the criteria presen-
ted to them, taking their opinions

Elimination of problems in the environ-

6 Tro?lbleshootmg the ment in line with expert feedback, reali-
environment . .
zation of suggestions
7 | piloting Conducting the usability study of the

environment with a pilot group

A literature review was conducted in order to determine the criteria taken into
account in the evaluation of the environment. In order to determine the features
that the environment should have in the online environment design process, the
items of the scale titled “Online Environments Scale for Gaining Self Protection
Awareness to Children” developed by Eren and Erdem (2020) were accepted as
criteria. In this context, the dimension of access to the environment, motivation
dimension, learning dimension, content dimension, active support system dimen-
sion, which are among the scale criteria, were taken into consideration. The criteria
for evaluating the educational content prepared by the researcher were used to de-
termine the problems in the environment. Opinions were received from eight field
experts within the scope of the determined criteria, and some arrangements were
made in the environment in line with the suggestions received.

Data Collection Tools

During the research process, data collection was carried out before and after
the experimental procedure. In order to collect data, “Personal Information Form,
Online Environment Expert Opinion Form, Online Safety and Risk Level Deter-
mination Tool and an Open-Ended Questionnaire Form” were used. In the perso-
nal information form developed by the researchers, there are questions about the
daily allocated time for the purposes of using the internet and the status of having
received previous training on online security, information security or internet se-
curity. A measurement tool titled “Online Security and Risk Level Determination
Tool” developed by the researchers was used to measure the knowledge levels of
secondary school students about online safety and risk. The Online Safety and Risk
Level Determination Tool consists of 16 open-ended questions developed by de-
termining the themes that should be included in the scope of the literature review.
The measurement tool, which was prepared in order to reveal the intelligibility of
the questions and their suitability for the level of the student, was applied to nine
sixth-grade students. In this process, two questions that were thought to be inap-
propriate for the level of the students were removed from the test. The 14-question
test was evaluated by 10 field experts. In line with expert opinions, three questions
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that were thought to measure similar gains and had a low content validity ratio
were excluded from the test, and some adjustments were made to some questi-
ons. The scope validity index of the measurement tool, which was reduced to 11
questions, was determined as 0.94. Since the number of experts consulted was 10,
the scope validity criterion was accepted as 0.62, since the scope validity index >
coverage validity rate, the content validity of the developed tool was determined
to be statistically significant (Veneziano & Hooper, 1997). On the other hand, the
final arrangements of the tool were made based on the opinions of two grammar
experts. In order to determine the reliability of the online safety and risk level de-
termination tool, the pre-test results were coded by two different coders, Kappa
statistics were used for each question, and encoder fit values were calculated.

An expert opinion form titled “Online Environment Expert Opinion Form”
was developed in order to determine the features that the environment should have
during the online environment design process. While preparing this form, the list
of criteria developed by Eren and Erdem (2020) was used. Necessary permissions
were obtained for the use of the criteria in the scale titled “Online Environments
Scale for Raising Self-protection Awareness to Children” developed by Eren and
Erdem (2020). In the environment design process, in order to determine the prob-
lems in the environment, opinions were taken from eight field experts within the
scope of the determined criteria, and some arrangements were made in the envi-
ronment in line with the suggestions received.

Within the scope of the research, an open-ended questionnaire form was de-
veloped by the researchers in order to determine the effectiveness of the online
learning environment. In this form, “Is the content on the site up-to-date? How
long do you think the videos and narratives should be (longer-short)?” questions
are included.
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Ethics Committee Approval

Ethical permissions were obtained from the relevant institutions to carry out
the study. The data collection process and participation in online training were car-
ried out on a voluntary basis, and the necessary permissions were obtained from
the parents of the students through an online form.

The Title of the Ethics Committee: Hacettepe University Rectorate
Ethics Document’s Number: 35853172-300
Approval Date: 12.11.2019

The Title of the Ethics Committee: Ankara Governor’s Office of National Edu-
cation

Ethics Document’s Number: 14588481-605.99-E. 24100798
Approval Date: 04.12.2019.

Online Security and Risk Level Determination Tool Coder Compliance
Analysis

In order to determine the reliability of the Online Safety and Risk Level de-
termination tool developed by the researcher, the pre-test results were coded by
two separate coders, Kappa statistics were used for each question, and encoder fit
values were calculated. In order to interpret the Kappa values of the questions in
the measurement tool, the table suggested by Landis and Koch (1977) was taken
into account (see Table 9).

Table 9. Kappa Statistics Value and Compliance Interpretation

Kappa Value Range Compliance Strength
<0.00 Weak-bad

0.00-0.20 Small

0.21-0.40 Acceptable

0.41-0.60 Medium

0.61-0.80 Important, strong
0.81-1.00 Excellent
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The encoder fit values calculated using the Kappa statistic are presented in Tab-
le 10:

Table 10.Distribution of Kappa Statistics Results for Pre-test

Questions Cohen Kappa Count Spearman Correlation Value
1 1,000 1,000
2 923 911
3 ,712 ,760
4 ,660 873
5 779 ,790
6 ,737 ,942
7 ,722 ,843
8 ,720 ,799
9 ,685 ,753
10 ,705 ,708
11 ,671 ,723

As seen in Table 10, considering the values suggested by Landis and Koch
(1977) (See Table 9), the consistency level of the 3rd, 4th, 5th, 6th, 7th, 8th, 9th,
10th, and 11th questions in the measurement tool was strong, the compatibility
level of the 1st and 2nd questions was excellent, and it can be said that the measu-
rement tool is reliable in line with these data.

Analysis of Data

While determining the statistical methods to be used for the analysis of the
quantitative data of the study, since the sample size was less than 50, the assump-
tion of normality was tested with the Shapiro-Wilks test. For the analysis of the
open-ended questionnaire, which was used to collect qualitative data, descriptive
analysis and content analysis methods were used.

The research process, which includes the data sources of the research, data col-
lection and data analysis, is presented in Table 11.
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Table 11. Outline of Research for the Study Group

Research Problem | Data Source Data Collection | Data Analysis
How does the students’ Descriptive
knowledge of online Statistics
safety and risk differ

. . Personal Informa-
according to the daily .
. tion Form

allocated time for the
purposes of using the Independent
internet and the previ- | Students Groups T-Test
ous training on online . .

. ; . Online  security
security, information R R

. . and risk leveling
security or internet se-

. tool

curity? One-Factor
Analysis of Va-
riance

What is the impact of Online  security [Dependent

training conducted in and risk leveling | Groups T-Test

an environment desig- tool

ned for online safet

. . V| Students

and risk education on

the change in students’

knowledge of online

safety and risk?

What are the effects of Online  security [Dependent

online safety and risk and risk leveling [ Groups T-Test

training conducted in tool

& . Students

the online environment

on the permanence of

what is learned?

What are the students’ Open-ended ques- [Descriptive

views on the developed | Students tionnaire form and  content

online environment? analysis

FINDINGS

This section includes the findings of the encoder fit analysis for the pre-test and
the findings for the research questions. The findings are presented in a way that
the research questions determined in line with the purpose of this research can be
answered separately.
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Change of Students’ Online Safety and Risk-Related Knowledge Levels Based
on Daily Allotted Time for Internet Use Purposes and Receiving Previous Trai-
ning on Online Security, Information Security, or Internet Security

The first research question of this study is “Students’ knowledge levels about onli-
ne safety and risk; How does the amount of time allocated per day for the purposes of
using the Internet differ according to previous training in online security, information
security or internet security?” The results of the Shapiro-Wilks test applied to the
pre-test and post-test data in order to determine whether the data show a normal
distribution for the knowledge levels of the study group about online safety and
risk are given in Table 12.

Table 12. Distribution of Shapiro-Wilks Normality Test Results Regarding
Pre-Test and Post-Test Results

Test N X S Sd t P
Pre-test 30 64,70 18,15 29 -8,50 0,000
Post-test 30 91,80 14,92

As can be seen in Table 12, since p>.05 according to the Shapiro-Wilks test
analysis results applied for the pre-test and post-test results, it was decided that the
group participating in the study showed a normal distribution. In this direction,
one-way analysis of variance and independent groups were used to determine how
students’ knowledge levels about online security and risk change depending on
the daily allocated time for their purpose of using the internet and their previous
training on online security, information security or internet security.

Findings on How Students’ Online Safety and Risk Levels Change Depending on
the Time Allotted Daily for Internet Use Purposes

Findings on how the online safety and risk level of the participants change de-
pending on the daily allocated time for reading news and following the media, for
entertainment and educational purposes (research, doing homework, continuing
distance education) are presented under separate headings.

Findings on How Students’ Online Safety and Risk Levels Change Depending on
the Time They Allocate Daily for Using the Internet for Reading News and Following
the Media

A single-factor analysis of variance was used to determine how the online sa-
fety and risk level of the participants changed depending on the time they spent
daily reading news and following the media. The results of this analysis are given
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in Table 13.

Table 13.The Distribution of the Results of the Single Factor Analysis of Va-
riance by the Time Spent Daily on Using the Internet for the Purpose of Rea-
ding News and Following the Media and by the Level of Knowledge of Online
Safety and Risk of the Participants

Source of Sum of od Mean F Significant
Variance Squares Squares P Difference
Intergroup 987,06 3 329.02 99 .40
Ingroups 8573,23 26 |329.74 -

Total 9560.30 29

The results of the single-factor analysis of variance showed that students’ know-
ledge levels about online safety and risk; It shows that the use of the internet for
reading news and following the media does not change depending on the time
spent daily, F(3, 26) = .99, p >.05.

Findings on How Students’ Online Safety and Risk Levels Change Depending on
the Time They Allocate Daily for Recreational Use of the Internet

A single factor analysis of variance was used to determine whether the level of
knowledge about online safety and risk differed according to the daily time spent
by the participants for entertainment purposes. The results of this analysis are gi-
ven in Table 14.

Table 14. Distribution of Single-Factor Analysis of Variance Results by
Time Spent Daily on Recreational Use of the Internet and Level of Knowledge
of Online Safety and Risk of Participants

Source of Sum of Mean Significant
. sd F p -
Variance Squares Squares Difference
Intergroup 2765,19 |4 691.30 2.54 |.06
Ingroups 6795,11 25 | 271.80 -
Total 9560,30 |29

The results of the single-factor analysis of variance showed that students’ know-
ledge levels about online safety and risk; shows that it does not change depending
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on the time spent daily for entertainment purposes [F(4, 25) = 2.54, p >.05].

Findings on How Students’ Online Safety and Risk Level Changes Depending on
the Time They Allocate Daily for Using the Internet for Educational Purposes (Rese-
arch, Homework, Continuing Distance Education)

A single-factor analysis of variance was used to determine the relationship
between the daily time spent by the participants using the Internet for educational
purposes (research, homework, continuing distance education) and their level of
knowledge about online safety and risk. The results of this analysis are given in
Table 15.

Table 15. The Distribution of the Results of Single Factor Analysis of Vari-
ance by the Time Spent Daily by the Participants for Using the Internet for Edu-
cational Purposes (Doing Research, Doing Homework, Continuing Distance
Education) and their Knowledge Levels on Online Safety and Risk

Source of Sum of sd Mean (F P Significant
Variance Squares Squares Difference
Intergroup 1199,92 2 1599,96 193 |.16
Ingroups 8360,37 27 1 309,64 -
Total 9560,30 29

The results of the single-factor analysis of variance showed that students’ know-
ledge levels about online safety and risk; shows that it does not change depending
on the daily time spent using the internet for educational purposes (research, ho-
mework, continuing distance education), F(2, 27) = 1.93, p >.05.

The Relationship between Participants’ Level of Knowledge About Online Secu-
rity, Information Security, Cyber Security, or Internet Security and Their Level of
Prior Education about Online Security and Risk

Since it was determined that the pre-test results of the group participating in
the study were normally distributed (See Table 12), the difference between the par-
ticipants’ previous training on online security, information security, cyber security
or internet security and their level of knowledge about online security and risk.
Independent groups t-test analysis was used to determine the relationship. The
results of this analysis are given in Table 16:
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Table 16. Distribution of Independent Groups T-Test Results by Partici-
pants’ Level of Knowledge About Online Security, Information Security, Cyber
Security, or Internet Security and Their Level of Knowledge About Online Se-
curity and Risk

Education N X S sd t P
Status
Yes 7 62,85 27,05 28 .30 .76
No 23 65,26 15,27 22

According to independent groups t-test results, students’ knowledge levels
about online safety and risk; online security, information security, cyber security
or internet security does not change according to any previous training, t(28)=.30,
p>.05.

Findings on the Effect of Online Training on the Change in Students’ Knowle-
dge of Online Safety and Risk

The second research question of this study is “What is the effect of training
conducted in an environment designed for online security and risk-related educa-
tion on the change in students’ knowledge of online security and risk?” The Shapi-
ro-Wilks test was used for the pre-test and post-test data to determine whether the
data showed a normal distribution for the online safety and risk knowledge levels
of the study group. Since p>.05 for both tests, it was decided that the group had a
normal distribution. The pre-test and post-test scores were compared in order to
test the effectiveness of the experimental application on the students’ knowledge
levels about online safety and risk. The dependent groups t-test results for the com-
parison of the results are given in Table 17.

Table 17. Distribution of Dependent Groups T-Test Results Regarding the
Comparison of Pre-test and Post-test Results of the Study Group

Test N X S Sd t P
Pre-test 30 64,70 18,15 29 8.50 .00
Post-test 30 91,80 14,92

As seen in Table 17, it was determined that there was a significant increase in
the knowledge levels of students about online safety and risk after the online trai-
ning, t(29)=-8.50, p<.05. While the average of the Online Security and Risk Level
scores of the students before the education was X= 64.70, the average of the Online
Security and Risk Level scores after the education was determined as X= 91.80.
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This finding can be interpreted as the fact that online security and risk-related tra-
inings conducted in the online environment have a significant effect on increasing
students’ level of knowledge about online security and risk.

Findings on the Effect of Online Safety and Risk-Related Trainings Conducted
in the Online Environment on the Permanence of Learned

The third research question of this study is “What are the effects of online safety
and risk training on the permanence of what has been learned?” The Shapiro-Wilks
test was used for the retention test data to determine whether the data showed a
normal distribution for the online safety and risk knowledge levels of the study
group, and since the analysis results were p>.05 (Table 18), it was decided that the
group had a normal distribution.

Table 18. Distribution of Shapiro-Wilks Normality Test Results Regarding
Permanency Test Results

Test df P

Permanency Test 30 .38

The post-test and retention test scores of the study group were compared in
order to evaluate the experimental application in terms of the permanence of what
was learned. The dependent groups t-test results regarding the comparison of the
post-test and retention test results of the study group are given in Table 19.

Table 19. Dependent Groups T-Test Results Regarding the Comparison of
the Study Group’s Post-test and Permanency Test Results

Test N X S Sd t P
Post-Test 30 91.80 14.92 29 2.10 .04
Permanency 30 87.26 14.26
Test

As seen in Table 19, it was determined that there was a significant difference in
students’ knowledge levels about online safety and risk, t(29)=2.10, p<.05. While
the average of the Online Safety and Risk Level scores of the students from the
post-test was X= 91.80, it was seen that the average of the online safety and risk
level scores was X= 87.26 in the permanence test performed four weeks after the
completion of the training. These data show that the training conducted in the
online environment is not sufficient to ensure the permanence of the learned in-
formation.
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Students’ Views on the Functionality of the Developed Online Environ-
ment

The fourth and final research question of this study is “What are the students’
views on the functionality of the developed online environment?”. In order to deter-
mine the usability problems and functionality of the environment developed wit-
hin the scope of the research, an open-ended questionnaire was developed by the
researcher, taking into account the expert opinions. The opinions of the students
who participated in the online training on the functionality of the developed envi-
ronment were obtained through an open-ended questionnaire. The data obtained
with an open-ended questionnaire form are presented under sub-headings:

Findings Regarding the Appropriateness of the Name of the Site

All of the students in the study group (30) stated that they found the name of
the developed online environment appropriate.

Findings Regarding the Up-to-Dateness of Content on the Site

All of the students (30) in the study group stated that they thought that the
content available online was up-to-date.

Findings Regarding How Long (Longer-Shorter) Videos and Narratives Should Be

Regarding the duration of the videos and narratives in the developed online
environment; 12 students stated that the durations were ideal; seven students said
that the duration should be shorter, six students said that the duration should be
longer; five students stated that the duration should be changed according to the
content of the subject.

Findings Regarding What You Think About “Let’s Test Ourselves” Episodes

Regarding the “Let’s Test Ourselves” sections in the developed online environ-
ment, 25 students stated that the “let’s test ourselves” sections helped them to rein-
force the topics, they understood the topic better with the examples given, and they
found this section effective and enjoyable. Five students stated that the number of
questions in the “Let’s Test Ourselves” section is low.

Findings Regarding What You Think About the Activities in the “Events” Section

Regarding the “Events” section in the developed online environment, 26 stu-
dents stated that all of the activities attracted their attention, four students stated
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that they had problems while implementing the activities via mobile technologies;
two students stated that the activities did not attract their attention, two students
stated that some activities attracted their attention, and one student stated that she
did not like the “Sample Case Analysis” activity.

Findings Regarding Which Aspect of the Online Environment Is Most Liked

Regarding which aspect of the developed online environment is most liked;
eight students stated that the games section; eight students stated that the contents
are useful, educational, clear, and understandable; six students ensure that the en-
vironment is pleasant and fun; six students stated that the activities; four students
stated that the videos; two students stated that “ask questions”; two students said
that they liked all sections on the site; one student said that she liked the “friends”
section; one student stated that the teacher’s development of the environment att-
racted their attention.

Findings Regarding Which Aspect of the Online Environment Is Least Liked

Regarding which aspect of the developed online environment they liked the
least, 11 students stated that there was no aspect they did not like in the developed
online environment; four students stated that there were occasional mistakes in
the games; two students stated that they had problems in viewing whether the ac-
tivities were done or not, and two students stated that the texts were too long. The
sentences about the aspects of the site that 11 students did not like are as follows:

“The puzzle in the activities section is confusing.” (Student 9)

“Words are difficult to write in the word puzzle.” (Student 22)

“I didn’t like that the events were not done from the phone.” (Student 20)

“I didn’t like the activities.” (Student 24)

“It would be better if there were more questions in the ‘Let’ test ourselves’ section.”
(Student 18)

“I didn’t like the Sample Case Analysis’ event and the length of the articles.” (Stu-
dent 19)

“There could be more video tutorials.” (Student 23)

“I don'’t like that the videos are not full screen.” (Student 25)
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“I didn’t like the videos.” (Student 2)

“I didr’t have any dissatisfaction with anything other than the annoyance that the
site sometimes crashed.” (Student 2)

“When I want to repeat the past topics, I don’t like the fact that the previous week's
topic is not reopened.” (Student 10)

Findings on What Contributions the Online Environment Contributes to
Online Security and Risk Level

Regarding how the online environment contributes to information about on-
line safety and risk, 13 students stated that they learned the subjects they did not
know through the online environment; 13 students stated that they learned the
importance of being more careful on the Internet. The sentences of four students
about how the online environment contributes to knowledge about online safety
and risk are as follows:

“The online environment showed me how not to trust people on social media, how
to set passwords now.” (Student 20)

“I learned about password security and personal data protection, what to do
when faced with cyberbullying, and much more.” (Student 4)

“The online environment taught me how to protect myself in the virtual environ-
ment, how to behave, how to protect my information.” (Student 10)

“I started to set my passwords properly.” (Student 15)

Findings Regarding What Kinds of Difficulties Encountered in Using the Online
Environment

Regarding the difficulties encountered in the use of the online environment, 14
students stated that they did not encounter any difficulties while using the online
environment; three students had problems doing activities over the phone; two
students stated that they could encounter advertisements in the video section, two
students stated that they had problems in recording the sections they completed,
and two students stated that there were occasional errors in the games. The views
of seven students on the difficulties they encountered in the process of using the
online environment are as follows:

“Video freezing forced me.” (Student 9)
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“Sometimes I have difficulties opening videos.” (Student 14)

“I had a little difficulty opening the site.” (Student 12)

“I had a hard time typing letters in the word search activity.” (Student 19)
“I had difficulty in the puzzle part of the activities.” (Student 15)

“I couldn’t find the site search. It should be visible though.” (Student 22)

“Sometimes, even though I marked the questions, they showed up as blank.” (Stu-
dent 18)

Findings on Which Topics Should Be Included in an Online Safety and Risk Edu-
cation for Students

Regarding which topics should be included in an online safety and risk educa-
tion for students, 10 students stated that the online topics were sufficient and seven
students stated that they had no idea about the topic proposal. The statements of
13 students about what other topics should be included in an online safety and risk

education for students are as follows:

“Videos should be shared periodically about what we can do when we encounter
cyberbullying” (Student 4)

“What more can we do about these issues, how should we learn to limit ourselves
in the virtual environment, etc. topics should be included.” (Student 10)

“It may be an issue with the settings section in Google.” (Student 19)
“We should be told how to use social media more securely.” (Student 2)
“Ways of protection from viruses should be explained more.” (Student 1)
“What should I do in the face of hackers?” (Student 25)

“In my opinion, information about applications should also be given.” (Student
18)

“Separate sections should be included in each unit.” (Student 28)

“Include interesting content and even more fun activities.” (Student 23)
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“The puzzle should be added.” (Student 13)
“Photoshop applications should be added.” (Student 7)
“The word derivation activity should be added.” (Student 14)

“The topics should be included in the order in which the course topics go.” (Student
20)

Findings Regarding the Contribution of Communication with Other Users in the
‘Add New Comment” Section

Regarding the contribution of the communication with other users in the “Add
New Comment” section, 21 students stated that the “Add New Comment” section
enabled them to exchange ideas with their friends, provided the opportunity to
learn different information, eight students stated that they did not use this section
and did not find it necessary. One student stated that this section helped to conso-
lidate their knowledge.

Recommendations About the Online Environment

22 students stated that they do not have any suggestions for the online environ-
ment. Eight students’ suggestions for the online environment are as follows:

“Videos may be a little slower” (Student 8)

“More different events (puzzle, fill in the blanks, True False questions) can be
added.” (Student 9)

“Errors in mobile technologies should be fixed.” (Student 16)
“Online safety hazards must be repeated often.” (Student 10)

“Continued’ text should be bigger and more games and activities should be ad-
ded.” (Student 29)

“It should be a topic that teaches how to protect ourselves from hackers.” (Student
25)

“True/false activities can be added.” (Student 22)
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RESULT AND DISCUSSION

In these days when the global pandemic has affected our lives in many areas,
serious transformations have occurred in the field of education, and it has become
important to evaluate distance education in terms of opportunities. With distance
education activities, the time spent on the Internet in daily life has increased, and
it has become necessary to be informed about some security risks that the Internet
can bring as well as the opportunities it provides. Within the scope of this study,
the effectiveness of the training conducted in the online environment developed
for training on online safety and risk was tested in terms of students’ knowledge
levels about online security and risk.

The first research question of the study was “Students’ knowledge levels about
online safety and risk; How does the amount of time allocated per day for the purpo-
ses of using the Internet differ according to previous training in online security, infor-
mation security or internet security?. A single-factor analysis of variance was used
to determine how students’ knowledge levels about online safety and risk change
depending on the time they spend daily using the internet for reading news and
following the media. According to the results obtained, the level of knowledge
about online safety and risk of the students who compose the study group of the
research; it is possible to say that it does not change depending on the time they
allocate daily to use the internet. In a study carried out to determine teachers’ thou-
ghts about cyberbullying; It has been determined that as the duration of internet
use increases, the thoughts of the participants that cyberbullying will only be done
by adults decrease (Yenilmez & Seferoglu, 2013). It is stated that as children’s inter-
net use increases, the probability of being exposed to unwanted risks also increases
(Livingstone et al., 2011).

Within the scope of the study, there is no significant relationship between the
participants’ previous training on online security, information security, cyber se-
curity or internet security and their knowledge levels about online security and
risk. It can be thought that this result is due to the fact that the scope of the training
that the students have attended before is more limited compared to the subjects
in the developed environment. In the study carried out within the scope of the
European Children Online (2020) project, it was stated that feeling safe online is an
important factor for participation in many online activities (Smahel et al., 2020).
In this study, considering the students’ participation in training on online security
and risk before, it was determined that the students were at the same level in terms
of online security and risk knowledge levels, and the training was carried out.

The second research question of the study is “What is the effect of training con-
ducted in an environment designed for online security and risk-related education on
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the change in students’ knowledge of online security and risk?” In order to test the
effectiveness of the experimental application on the students’ knowledge levels of
online safety and risk, pre-test and post-test scores were compared with dependent
groups t-test, and it was determined that there was a significant increase in stu-
dents’ knowledge levels about online safety and risk after the training. This can be
thought of as the fact that the online security and risk-related training conducted
in the online environment within the scope of the research have a significant im-
pact on improving the knowledge levels of students about online security and risk.
It is possible to say that this result obtained from the research coincides with the
results of some studies in the literature. E.g; In a study in which children aged 9-13
were given online privacy-privacy literacy education; It has been examined that
education can affect children’s online privacy literacy. Research results have shown
that education improves children’s understanding of online privacy (Desimpelaere
et al., 2020). In another study examining the effect of digital footprint course de-
sign on students’ academic achievement in digital citizenship, it was determined
that the design of the digital footprint course had a positive effect on academic
success in digital citizenship (Kuh Karyeli & Daghan, 2019).

The third research question of the study is “What are the effects of online safety
and risk training on the permanence of what has been learned?” The post-test and
retention test scores of the study group were compared with the dependent groups’
t-test in order to evaluate the learning in terms of permanence. Within the scope
of the research, it was concluded that there was a significant difference in the stu-
dents’ knowledge levels about online safety and risk in terms of post-test and per-
manency test scores. This finding can be interpreted as the training conducted in
the online environment within the scope of the research is not sufficient to ensure
the permanence of what has been learned. It can be thought that this result is due
to the fact that the students did not participate in the lessons adequately.

The fourth and final research question of the study; “What are the students’
views on the developed online environment?” Through this research question, the
usability problems of the environment were determined and the arrangements
that could be made in the environment were determined. Findings such as the
low number of questions in the “Let’s Test Ourselves” section in the environment
developed in this direction, the problems in the implementation of the “Events”
section through mobile technologies, the long texts on some pages, and the ad-
vertisements on the videos page draw attention. Considering these findings, it was
thought that it would be appropriate to make arrangements such as increasing the
number of questions in the “let’s test ourselves” section in the environment deve-
loped, eliminating the problems experienced in mobile technologies for events,
shortening the texts and presenting the videos directly on the developed system
without advertisements.
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To summarize the results obtained within the scope of the study;, it can be said
that online environments developed in accordance with the targeted achievements
and student level and the training carried out by the planning of the teacher th-
rough these environments will contribute to student success. Nowadays, when the
time spent online is quite high, it is important for students to be informed about
the security problems and risks they may encounter in online environments. For
future studies, it may be recommended to conduct experimental studies in which
different learning techniques are used for the use of online environments.
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THE EFFECTS OF AN ONLINE ENVIRONMENT DEVELOPED FOR ONLINE
SAFETY AND RISK EDUCATION ON THE KNOWLEDGE LEVELS OF SECONDARY
SCHOOL STUDENTS

EXTENDED ABSTRACT:

Distance education and online education can provide an opportunity to pro-
vide flexibility in terms of space and time. Online environments are prepared es-
pecially by considering the target and achievements; they can play a key role in
the education of children. This study aims to examine the effects of trainings con-
ducted in an online environment that designed for online security and risk edu-
cation on secondary school students’ knowledge levels about online security and
risk. In the research, at the stage of collecting quantitative data, one group pre-test
post-test design, which is one of the weak experimental designs, was used. The
findings of the research were supported by using qualitative data collected with
an open-ended questionnaire. The study group of the research consists of students
studying at a central secondary school in Ankara. In the data collection process;
personal information form, online media expert opinion form, online safety and
risk knowledge level determination tool and open-ended questionnaire were used.
In the personal information form developed by the researchers; there are questions
about the daily allocated time for the purposes of using the internet and the sta-
tus of having previously received training on online security, information security
or internet security. A measurement tool titled “Online Safety and Risk-Related
Knowledge Level Determination Tool” developed by the researchers was used to
measure the level of knowledge about online safety and risk for secondary school
students. This measurement tool consists of 16 open-ended questions developed
by determining the themes that should be included in the scope of the literature
review. Within the scope of the study, an expert opinion form titled “Online Media
Expert Opinion Form” was developed to evaluate the online environment develo-
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ped by the researchers. Within the scope of the research, a semi-structured inter-
view form was developed by the researchers in order to determine the effectiveness
of the online learning environment. In order to determine the statistical methods
to be used, it was tested whether the study groups showed a normal distribution or
not. A computer-based statistics program was used for the analysis of quantitative
data. Descriptive analysis and content analysis methods were used for the analysis
of qualitative data.

The first research question of this study is “The level of knowledge of students
about online safety and risk; how does the daily allotted time for the purposes of
using the internet and online security change according to a previous training on
information security or internet security? “. One-way ANOVA and independent
groups t-test method were used to find an answer to this question. One-way ANO-
VA was used to determine the relationship between the daily time spent by the par-
ticipants using the internet to read news and to follow the media, and their level of
knowledge about online safety and risk. One-way ANOVA results showed that stu-
dents’ knowledge levels about online safety and risk does not change depending on
the amount of time spent per day using the internet to read news and to follow the
media. One-way ANOVA was used to determine the relationship between the daily
time spent by the participants for recreational use of the internet and their level
of knowledge about online safety and risk. One-way ANOVA results showed that
students’ knowledge levels about online safety and risk does not change depending
on the amount of time spent on entertainment purposes. One-way ANOVA was
used to determine the relationship between the daily time spent by the participants
for using the internet for educational purposes (doing research, doing homework,
continuing distance education) and their level of knowledge about online safety
and risk. One-way ANOVA results showed that students’ knowledge levels about
online safety and risk does not change depending on the amount of time spent da-
ily using the internet for educational purposes (doing research, doing homework,
continuing distance education). Independent groups t-test analysis was applied to
determine the relationship between the participants’ status of having received any
previous training on online security or information security and their knowled-
ge level about online security and risk. According to the results of independent
groups t-test analysis, students’ level of knowledge about online safety and risk
does not change according to previous training on online security, information
security, cyber security or internet security.

The second research question of the study is “What are the students’ views on
the online environment developed?” in the form. All of the students (30) stated
that the name of the online environment developed was appropriate and that the
content available online was up-to-date.
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The third research question of the research is “What is the effect of the envi-
ronment designed for online security and risk-related education on the change
in students’ knowledge about online security and risk?”. In order to test the effe-
ctiveness of the experimental practice conducted on students ‘online safety and
risk-related knowledge levels, pre-test and post-test scores were compared with
dependent groups t-test, and it was determined that there was a significant incre-
ase in students’ knowledge levels about online safety and risk after the trainings.

The fourth and final research question of the research is “What is the effect of
online safety and risk trainings on the retention of learning?”. In order to evaluate
the experimental practice in terms of the retention of the learning, the posttest
and permanence test scores of the study group were compared with the depen-
dent groups’ t-test. It was concluded that there was a significant difference in the
posttest and retention test scores of students’ knowledge levels about online safety
and risk. This finding was interpreted as the training conducted in the online envi-
ronment was not sufficient to ensure the permanence of the learned information.

To summarize the results obtained within the scope of the study, the online
environments developed in accordance with the targeted achievements and the
student level and the trainings carried out in accordance with the teacher’s plan-
ning through these environments; it can be said that it will contribute to student
success. Nowadays, when the time spent in online environments is quite high, it is
important for students to be informed about the security problems and risks they
may encounter in online environments. For future studies, it can be suggested to
conduct experimental studies in which different learning techniques are used for
the use of online environments for control and experimental groups.

Keywords: Online security, internet security, information security, cyber security,
online learning, distance education.
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CEVRIMICi GUVENLIK VE RiSK ILE ILGILI EGITIME YONELIK GELISTIRILMIS
BiR CEVRIMICi ORTAMIN ORTAOKUL OGRENCILERININ BiLGI DUZEYLERINE
ETKILERI

Oz:

Bu arastirmanin amaci, ¢evrimici giivenlik ve risk ile ilgili egitime yonelik ta-
sarlanan bir ¢evrimici ortamda gerceklestirilen egitimlerin ortaokul 6grencilerinin
¢evrimigi giivenlik ve risk ile ilgili bilgi diizeylerine etkisinin incelenmesidir. Aras-
tirmada nicel verilerin toplandig1 asamada zayif deneysel desenlerden tek grup 6n
test son test deseninden faydalanilmis, agik uglu bir anket formu ile toplanan nitel
veriler kullanilarak arastirmanin bulgular1 desteklenmistir. Arastirmanin ¢aligma
grubunu Ankarada merkezi bir ortaokulda 6grenim gormekte olan 6grenciler
olusturmaktadir. Veri toplama siirecinde; kisisel bilgi formu, Cevrimici Guivenlik
ve Risk Diizeyi belirleme araci ve agik uglu bir anket formu kullanilmistir. Kulla-
nilacak olan istatistiksel yontemlerin belirlenmesi amaciyla, ¢alisma gruplarinin
normal dagilim gosterip gostermedikleri test edilmistir. Nicel verilerin analizi i¢in
bilgisayar tabanli bir istatistik programindan yararlanilmistir. Nitel verilerin anali-
zi i¢in ise betimsel analiz ve icerik analizi yontemlerine bagvurulmustur. Calisma-
da; 6grencilerin ¢evrimici gitvenlik ve risk bilgi diizeylerinin; interneti kullanim
amaglarima yonelik gtinliik ayirdiklari siireye ve daha 6nce ¢evrimigi giivenlik hak-
kinda bir egitim alma durumlarina bagli olarak degismedigi sonucuna ulagilmistir.
Aragtirma sonuglar1 ¢evrimici ortamda verilen egitimlerin 6grencilerin ¢evrimici
givenlik ve risk bilgi diizeyleri agisindan katki sagladigini gostermistir. Ayrica,
ortamda verilen egitimlerin 6grenilenlerin kaliciligini saglama konusunda yeteri
kadar etkili olmadig1 sonucuna ulagilmistir.

Anahtar Sozciikler: Cevrimici giivenlik, internet giivenligi, bilgi giivenligi, siber
glivenlik, cevrimici 6grenme, uzaktan egitim.

GIRIS

Cevrimi¢i ortamlar i¢cinde bulundugumuz kiiresel salgin kosullar1 sebebiyle
hayatimiz1 daha fazla etkiler hale gelmistir. Salginin kontrolinti saglayabilmek
amaciyla, diinyada pek c¢ok iilkede okullardaki yiiz yiize egitimler yerini uzaktan
egitime birakmak durumunda kalmigtir.

COVID-19un getirecegi hasarlar hesaplanamamakla birlikte bu kiiresel krizin,
egitimi yeniden distinmek i¢in bir firsat sundugu séylenebilir (Zhao, 2020). CO-
VID-19 salgini siirecinde yasananlar, diinyada milyonlarca okulun isleyisini aksat-
mig ve okullarin biiyiik 6l¢tide kapatilmasi kararinin alinmasina yol agmustir. Yine
Zhao egitimi yeniden tasarlama siirecinin, okullari iyilestirmek yerine tiim ¢ocuk-
lar i¢in en iyi egitim firsatlarini yaratmakla ilgili olmasi gerektigini savunmaktadir.
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Kiiresel salgin siirecinde uzaktan egitim ve yiiz yiize egitim arasinda yapilan
kargilagtirmalara sik¢a rastlanir olmusgtur. Moore vd. (2011) farkli 6grenme ortam-
larinin tasariminin, 6grenme hedefine, hedef kitleye, erisime (fiziksel, sanal ve/
veya her ikisi) ve icerik tiirine bagl olabilecegini, 6grenme ortaminin nasil kul-
lanilacagini bilmenin 6nemli oldugunu belirtmektedir. Bozkurt (2020) da egitsel
materyallerin kalitesinin tartismaya agik bir konu oldugunu, ister uzaktan egitim-
de ister yiiz ylize egitimde odak noktasinin egitimin sunumunda ve igeriklerde
kalite giivencesinin saglanmasi oldugunu belirtmektedir.

Sagiroglu ve Alkan (2018) bilgi giivenligini “bilginin, tehditlerden veya tehlike-
lerden korunmast i¢in dogru teknolojinin, dogru amagla ve dogru sekilde kullani-
larak, her tirlii ortamda istenmeyen kisiler tarafindan elde edilmesini 6nleme gi-
risimi” olarak tanimlamiglardir. Safa vd. (2016) anti-viris, giivenlik duvari, kimlik
dogrulama ve izinsiz giris tespit sistemlerinin bilgi giivenligini ele alan teknolojik
onlemler oldugunu, ancak bu 6nlemlerin bilgi giivenligini garanti edemediklerini
belirtmektedirler. Kearney ve Kruger (2016) de ¢evrimici ortamlardaki risklerin
stirekli degismesi sebebiyle bilgi giivenligi farkindalik egitimlerinin, risk profille-
rindeki degisiklikleri takip etmek amaciyla siirekli olarak yonetilmesi gerektigine
dikkat cekmektedir.

Bu ¢aligma kapsaminda bilgi gtivenliginin bir alt boyutu olarak internete yani
¢evrimigi ortamlara yonelik giivenlik konusuna yonelik bir ¢alisma gergeklestiril-
mistir. Bu dogrultuda, arastirma kapsaminda “cevrimici giivenlik” kavrami kulla-
nilmigtir. Hartikainen vd. (2019) ¢evrimigi giivenligi, bir kiginin donanim, yazilim,
bilgi ve fikri miilkiyet de dahil olmak {izere miilkiiniin korunmasi olarak tanimla-
mustir. Cevrimigi glivenlik veya internet giivenligi sorununda en énemli faktorler-
den birisi bireydir. Bu hususta Shillair vd. (2015) bir kullanicinin kisisel sorumlu-
luk duygusunu gelistirmesinin, etkili ¢cevrimigi giivenlik mtidahalelerinin gerekli
onciisti oldugunu belirtmistir. Yine ayni ¢alismada, interneti daha gitivenli bir alan
haline getirmek i¢in, kullanicilarin bilgilerini ve 6zgtivenlerini artirmaya yonelik
egitime ihtiya¢ duyduklar1 vurgulanmaktadir. Celen, Celik ve Seferoglu (2011) da
bilgisayar ve internet teknolojilerinin yayginlagsmasinin bilgi edinme, iletisim gibi
birgok yonden giinlitk hayatimiza katki saglarken ¢ocuklar ve gengler i¢in tehdit de
olusturmaya basladigini belirtmektedirler.

Sosyal medyanin ve diger teknolojilerinin yaygin olarak kullanimi, ¢ocuklarin
cevrimigi ortamlarda kargilastiklar1 tehditler hakkinda endiselere sebep olmakta-
dir (Boyd & Hargittai, 2013). Cevrimigi giivenlige yonelik bir alanyazin taramasi
yapildiginda ebeveynlerin ve akranlarin ¢ocuklarin ¢evrimici giivenliginde 6nem-
li aktérler olarak belirtilmesi dikkat cekmektedir (Hasebrink vd., 2011). Ozellik-
le okullarda djjital teknolojilerin kullanimi arttik¢a, 6gretmenlerin de gocuklari
korurken kullanimlarini nasil tesvik edecekleri sorusuyla kars: karsiya olduklar:
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vurgulanmaktadir (Ahn vd., 2011). Bircok iilkede okullarda dijital 6grenme, dijital
katilim ve djjital okuryazarlig1 tesvik etmeye yonelik farkli politikalar ve egitim
uygulamalar1 yer almaktadir (Olafsson vd., 2013).

Avrupa Cevrimi¢i Cocuklar (EU Kids Online) Projesi (2010) kapsaminda 9-16
yas araligindaki ¢ocuklarin dijital okuryazarlik ve giivenlik becerileri, interneti
agir1 kullanimlari, ¢evrimici aktivite sikliklari, ¢evrimigi icerigin kalitesi, cocuk-
larin sosyal ag kullanimlar1 ve ¢evrimigi ortamdaki risk deneyimlerine yonelik bir
aragtirma yapilmigtir. Arastirma raporunda, ¢ocuklarin ¢ogunun, internette ya-
sadiklar1 olumsuz seylerden rahatsiz olmadiklar: ve risklerin ¢ocuklar tarafindan
tiziicii ya da zararli olarak algilanmadigi belirtilmistir (Livingstone vd., 2011). Bu
sonug, ¢ocuklarin ¢evrimici ortamdaki giivenlik sorunlarini 6nemsemedikleri ve
bu sorunlarin ¢éziimiine yonelik herhangi bir 6nlem alma ihtiyaci hissetmedikleri
seklinde yorumlanabilir. Avrupa Cevrimic¢i Cocuklar Projesi kapsaminda yayinla-
nan giincel rapora gore ise, baz tilkelerde ¢ocuklarin her giin ¢evrimici olarak ge-
¢irdigi siirenin 2010 yilina kiyasla neredeyse iki kat1 olarak belirlenmistir (Smahel
vd., 2020). Cocuklarin ¢evrimici ortamdaki olumsuz deneyimlerinin yasla birlikte
arttigl, cogunun ebeveynlerinden, 6gretmenlerinden veya arkadaglarindan ¢evri-
mici gitvenlik konusuna yonelik herhangi bir ¢evrimigi giivenlik tavsiyesi almadig:
belirtilmistir. Yine, ¢evrimi¢i ortamda olumsuz deneyimle karsilasan ¢ocuklarin
bu konu ile ilgili olarak, konuyu birisi ile paylagmanin yani sira, pencereyi veya uy-
gulamay1 kapatmak, sorunu gormezden gelmek, kisiyi engellemek gibi davranislar
sergiledigi raporlanmustir (Smahel vd., 2020).

Cevrimici gtivenlik ve internette giivenlik konusunda bityiikk sorumlulugun
bireyde oldugu ve ¢ocuklarin da ¢evrimici ortamlar1 siklikla kullandiklar1 gerce-
ginden hareketle; cocuklarin bu hususta farkindalik kazanmalar1 ve bu farkinda-
lig1 davraniglarina yansitmalarinin 6nemli oldugu diisiiniilmektedir. Mih¢1 ve Ki-
lig-Cakmak (2017) da internette sorumlu ve giivenli davranislarin sergilenebilmesi
icin dgrencilere egitim verilmesinin 6nemine dikkat cekmektedirler. Ote yandan
Padlipsky (2018) yapmis oldugu bir ¢caligmada, siber giivenlik alanindaki ¢evrimi-
¢i bir kursun, geleneksel sinif yontemlerini yansitan ¢evrimdist ve yiiz yiize ger-
ceklestirilen etkinliklerle gelistirilip gelistirilemeyecegini aragtirmistir. Aragtirma
bulgulari, kursun hem ¢evrimici hem de ¢evrimdisi etkinliklerine katilan grubun
siber giivenlige karsi daha olumlu bir farkindaliga sahip oldugunu gostermistir.

Yiiz ylize egitimin uygulanamadigi durumlarda, zaman zaman daha fazla bi-
reye erisebilmek; mekéin ve zaman agisindan esneklik saglayabilmek i¢in uzaktan
egitim ve ¢evrimici egitim bir firsat saglayabilmektedir. Kiiresel salginin yagandig:
su giinlerde cevrimici egitim 6grencilere ve 6gretmenlere pek cok firsatlar sagla-
mis, gevrimigi egitimin farkli agilardan diisiiniilmesini saglamistir. Ozellikle hedef
kitle ve kazanimlar dikkate alinarak hazirlanmis cevrimigi ortamlar ¢ocuklarin
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egitiminde kilit rol oynayabilmektedir. Bu anlamda ¢evrimici giivenlik ve risk ko-
nularina yonelik tasarlanan bir ¢evrimici ortamda gergeklestirilecek egitimlerin
ortaokul 6grencilerinin ¢evrimici giivenlik ve risk ile ilgili bilgi diizeyleri agisindan
onemli oldugu distintilmektedir.

Arastirmanin Amaci

Bu arastirmanin amaci, ¢evrimici giivenlik ve risk ile ilgili egitime yonelik ta-
sarlanan bir ¢evrimici ortamda gerceklestirilen egitimlerin ortaokul 6grencilerinin
cevrimici giivenlik ve risk ile ilgili bilgi diizeylerine etkisinin incelenmesidir. Bu
amaca ulagma stirecinde asagidaki arastirma sorularina yanit aranmistir.

«  Ogrencilerin gevrimigi giivenlik ve risk ile ilgili bilgi diizeyleri; interneti
kullanim amaglarina yonelik giinlitk ayrilan siire ve ¢evrimici giivenlik,
bilgi giivenligi veya internet giivenligi hakkinda daha 6nce bir egitim alma
durumuna gore nasil degismektedir?

o Cevrimigi giivenlik ve risk ile ilgili egitime yonelik tasarlanan ortamda yii-
ritilen egitimlerin 6grencilerin ¢evrimici giivenlik ve risk ile ilgili bilgi
diizeylerindeki degisime etkisi nedir?

o Cevrimigi ortamda yiiriitillen ¢evrimici giivenlik ve risk ile ilgili egitimle-
rin 6grenilenlerin kaliciligina etkisi nedir?

«  Ogrencilerin gelistirilen ¢evrimici ortamin islevselligine yonelik goriisleri
nelerdir?

YONTEM
Arastirma Modeli

Bu aragtirmada nicel verilerin toplandigi asamada zayif deneysel desenlerden
tek grup on test son test deseninden faydalanilmistir. A¢ik uglu anket formu ile
toplanan nitel verilerle ise arastirmanin nicel bulgularinin desteklenmesi amag-
lanmustir. Aragtirmanin ¢alisma grubu igin deneysel desen ve stire¢ Tablo 1de ve-
rilmistir.
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Tablo 1.Arastirmanin Calisma Grubu igin Deneysel Desen ve Siireg

Deneysel Siiregten Calisma Yontem | Deneysel Siiregten

Onceki islemler Grubu
Sonraki islemler

Cevrimigi giivenlik ve risk dii-
zeyi belirleme aracinin uygu-

lanmas1
Kisisel bilgi formunun uygulan-
masi
Gevrimici Agik uglu anket formunun uy-
Ogrenciler | Ortamda gulanmast
Cevrimigi Giivenlik ve Egitim
Risk Diizeyi belirleme

aracinin uygulanmasi
Deneysel islemden 4 hafta son-
ra kalicilik testinin uygulanmasi
(Cevrimigi guvenlik ve risk dii-
zeyi belirleme araci)

Calisma Grubu

Aragtirmanin ¢alisma grubunu, Ankarada merkezi bir ortaokulda 6grenim
gormekte olan ve Bilisim Teknolojileri ve Yazilim dersine katilan 6grenciler olus-
turmustur.

Katilimcilarla llgili Demografik Bilgiler

Katilimcilarin profili, interneti kullanim amaglarina yonelik giinliik ayrilan
stire, cevrimici giivenlik, bilgi giivenligi veya internet giivenligi hakkinda daha
once bir egitim alma durumu agisindan cesitlilik gostermektedir. Aragtirmanin
deneysel uygulama siirecine 30 altinct sinif 6grencisi katilmig olup, 6grencilerden
kisisel bilgi formu araciligiyla elde edilen veriler alt basliklar halinde sunulmustur.

Katiimcilarin Interneti Haber Okumak- Medyayr Takip Etmek Amagh Kulla-
mimda Giinlitk Harcadigi Siireye Gore Dagilimlar:

Caligma grubundaki 6grencilerin %40’ min (12) 15 dkdan az; %23,3’tiniin (7)
bir saatten az; %6,7’sinin (2) 1-3 saat haber okumak-medyay: takip etmek amagh
glinliik internet kullanimlarinin oldugu; %30’unun (9) ise higbir zaman interne-
ti haber okumak-medyay takip etmek amacli kullanmadiklar: goriilmiistiir (Bkz.
Tablo 2).
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Tablo 2. Katilimcilarin Haber Okumak- Medyay: Takip Etmek Amagh Giinliik Har-
cadig Siireye Gore Dagilimlar:

Giinliik ortalama harcanilan zaman aralig1 f %
1-3 saat 2 6,7
1 saatten az 7 23,3
15 dk'dan az 12 40
Higbir zaman 9 30
Toplam 30 100

Katibmcilarin Interneti Eglence Amagh Kullamimda Giinliik Harcadigi Siireye
Gore Dagilimlar:

Calisma grubundaki 6grencilerin %56,7’sinin (17) 1-3 saat; %20’sinin (6) 1 sa-
atten az; %13,3’liniin (4) 4-6 saat; %6,7’sinin (2) 15 dkdan az; %3,3’liniin (1) giinlik
7 saat ve {lizeri interneti eglence amagl kullanimlarinin oldugu goriilmistir (Bkz.
Tablo 3).

Tablo 3. Katilimcilarin Interneti Eglence Amagl Kullanimda Giinliik Harcadig1 Sii-
reye Gore Dagilimlar:

Giinliik Ortalama Harcanan Siire f %

7 saat ve lizeri 1 3,3

4-6 saat 4 13,3

1-3 saat 17 56,7

1 saatten az 6 20

15 dKdan az 2 6,7
Toplam 30 100

Katihmcilarin Interneti Egitim Amagh Kullamimda Giinliik Harcadigi Siireye
Gore Dagilimlar

Katilimcilarin, interneti egitim amaciyla kullanmak (aragtirma yapmak, 6dev
yapmak, uzaktan egitime devam etmek) i¢in giinlikk harcadig siireye gore dagi-
limlarina bakildiginda, ¢aliyma grubundaki 6grencilerden bityiikk ¢ogunlugunun
(%76,7) interneti egitim amaciyla kullanmak (arasgtirma yapmak, 6dev yapmak,
uzaktan egitime devam etmek) icin giinlitk 1-3 zaman ayirdiklar1 gortlmiistiir
(Bkz. Tablo 4).
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Tablo 4. Katilimcilarin interneti Egitim Amagli Kullanimda Giinliik Harcadig Sii-
reye Gore Dagilimlar:

Giinliik Ortalama Harcanan Siire n %
4-6 saat 3 10
1-3 saat 23 76,7
1 saatten az 4 13,3
Toplam 30 100

Katilimcilarin Cevrim I¢i Giivenlik, Bilgi Giivenligi, Siber Giivenlik veya Internet
Giivenligi Hakkinda Daha Once Herhangi Bir Egitim Alma Durumuna Gore Dagi-
limlar

Katilimcilarin ¢evrimici giivenlik, bilgi glivenligi, siber giivenlik veya internet
givenligi hakkinda daha 6nce herhangi bir egitim alma durumuna gére dagilimlar:
incelendiginde, ¢aligma grubundaki 6grencilerden biiyiik cogunlugunun (%76,7)
cevrimigi giivenlik, bilgi giivenligi, siber giivenlik veya internet giivenligi hakkinda
daha 6nce herhangi bir egitim almadig1 goriilmistir (Bkz. Tablo 5).

Tablo 5. Katilimcilarin Cevrim Ici Giivenlik, Bilgi Giivenligi, Siber Giivenlik veya
internet Giivenligi Hakkinda Daha Once Herhangi Bir Egitim Alma Durumuna Gore
Dagilimlar:

Egitim Alma Durumu n %

Evet 7 23,3

Hayir 23 76,7
Toplam 30 100

Aragtirma Siireci

Aragtirmanin deneysel uygulamalari 2020-2021 Egitim-Ogretim yili 1. yariy1-
linda gergeklestirilmistir. Deneysel uygulamalar, kisisel bilgi formu ve 6n-testin
(Cevrimigi Giivenlik ve Risk Diizeyi belirleme arac1) uygulanmasi ile baglatilmis
olup, son-test (Cevrimi¢i Giivenlik ve Risk Diizeyi belirleme araci) ve agik uglu
anket formunun uygulanmas: ile stirdiirilmiistiir. Son olarak ise, 6grenmenin
kaliciliginin sinanabilmesi amaciyla, egitimler tamamlandiktan dort hafta sonra
cevrimigi sistemdeki igerikler erisime kapatilarak daha 6nce uygulanmis olan Cev-
rimigi Giivenlik ve Risk Diizeyi belirleme araci tekrar uygulanmistir. Aragtirmanin
deneysel uygulama siirecinde yapilan islemler Tablo 6da gosterilmistir.
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Tablo 6. Deneysel Uygulama Siirecinde Yapilan Islemler

Haftalar Etkinlikler

Hafta 1

Katilimailarin siire¢ hakkinda bilgilendirilmesi,

katilimcilarin gevrimigi ortami incelemesi,

kisisel bilgi formu ve 6n-testin

(Cevrimigi giivenlik ve risk diizeyi belirleme arac1) uygulanmasi

Hafta 2-Hafta 5 | Cevrimigi ortamda 6grenme etkinlikleri

Hafta 6 Agik uglu anket formu ve son-testin
(Cevrimigi giivenlik ve risk ile diizeyi belirleme arac1) uygulanmasi
Hafta 10 Ogrenmenin kaliciliginin stnanmast amacryla kalicilik testinin

(Cevrimigi giivenlik ve risk diizeyi belirleme arac1) uygulanmasi

Cevrimigi ortamdaki 6grenme etkinlikleri kapsaminda her hafta 6grencilere
haftalik gorevler verilmistir. Her hafta ¢evrimigi ortamdan bagimsiz olarak video
konferans aract ile 6grencilerle es zamanli ders gergeklestirilmistir. Tablo 7de 6g-
rencilerin her hafta takip etmis olduklar: konular yer almaktadr.

Tablo 7. Ogrencilerin Takip Ettikleri Konularin Dagilimi

Haftalar

Etkinlikler

Internetin Bilingli Kullanim1 Unitesi - Kigisel Verilerin Korunmasi Konusu

Hafta 1 | Internetin Bilingli Kullanim1 Unitesi - Sosyal Aglar Konusu
Video konferans araci ile eg zamanl derse katilim
Internetin Bilingli Kullanim1 Unitesi - Internet Okuryazarligi Konusu
Internetin Bilingli Kullanimi Unitesi — Siber Zorbalik Konusu
Hafta 2 | Internetin Bilingli Kullanim1 Unitesi - Cevrimigi Riskler Konusu
Unite Sonu Etkinlikler Sayfast
Video konferans araci ile eg zamanli derse katilim
Internet ve Ag Giivenligi Unitesi -Sifre Giivenligi Konusu
Hafta 3 | Internet ve Ag Giivenligi Unitesi -Zararli Yazilimlar Konusu

Video konferans araci ile es zamanli derse katilim
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Internet ve Ag Giivenligi Unitesi -Web Giivenlik Onlemleri Konusu

Internet ve Ag Giivenligi Unitesi -Giivenli Olmayan Iletisim Yollar1

Hafta 4 Konusu

Unite Sonu Etkinlikler Sayfas

Video konferans araci ile es zamanli derse katilim

Cevrimi¢i Ortamin Tasarimu Siireci

Cevrimici 6grenme ortaminin gelistirilmesi amaciyla ayrintili bir alanyazin ta-
ramas! yapilmis ve etkili bir ¢evrimi¢i 6grenme ortaminin sahip olmasi gereken
ozellikler belirlenmistir. Cevrimici 6grenme ortamlarinin tasarim siirecine yone-
lik alanyazinda farkl: tasarim 6nerileri yer almakla birlikte ¢aligmada kullanilacak
ortam i¢in Tuztin'tin (2011) dokuz asamali tasarim Onerisine benzer bir tasarim
modeli hazirlanmistir (Bkz. Tablo 8).

Tablo 8. Cevrimigi Ogrenme Ortaminin Tasarim Siireci

Tasarim Asamasi

Yiiriitiilen Islemler

Tasarim Oncesi Islemler

Kazanimlarin belirlenmesi

Analiz isinin yapilmasi

Hedef kitlenin ozelliklerinin belirlenmesi,
fiziksel imkanlarin tespiti

Personelin Belirlenmesi

Cevrimici ortam gelistirmesi stirecinde
gorevli olacak personelin belirlenmesi,
gorev dagilimin gerceklestirilmesi

Tasarim/Gelistirme isinin
yapilmasi

Belirlenen kazanimlar, yontem ve teknikler ile
tiziksel imkanlar g6z 6niinde bulundurularak
tasarim isinin yapilmasi

Uzmanlarin
mesi

degerlendir-

Uzmanlarin, kendilerine sunulan 6l¢iitler
dogrultusunda ortami degerlendirmesi,
goriis alinmasi

Ortamdaki sorunlarin

Uzman geribildirimleri dogrultusunda

giderilmesi ortamdaki sorunlarin giderilmesi,
oOnerilerin gerceklestirilmesi
Pilot uygulama Pilot bir grupla ortamn kullanilabilirlik

calismasinin yapilmasi

Ortamin degerlendirilmesinde dikkate alinan él¢iitlerin belirlenebilmesi ama-
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cryla bir alanyazin taramasi yapilmistir. Cevrimici ortam tasarimu stirecinde orta-
muin sahip olmasi gereken 6zelliklerin belirlenmesi amaciyla ise, Eren ve Erdeny’in
(2020) gelistirdigi “Cocuga Kendini Koruma Bilinci Kazandirma Amagli Cevri-
migi Ortamlar Olgegi” baslikli 6lgegin maddeleri dlgiit olarak kabul edilmistir. Bu
baglamda 6l¢ek dlciitlerinden ortama erisim boyutu, motivasyon boyutu, 6grenme
boyutu, igerik boyutu, aktif destek sistemi boyutu dikkate alinmistir. Arastirma-
cinin hazirladig egitim igerigini degerlendirme olgiitleri ortamdaki sorunlarin
belirlenmesi amaciyla kullanilmistir. Sekiz alan uzmanindan belirlenen 6lgiitler
kapsaminda goriigler alinmis, gelen 6neriler dogrultusunda ortamda birtakim dii-
zenlemeler yapilmustir.

Veri Toplama Araglar:

Aragtirma siirecinde deneysel islemin 6ncesinde ve sonrasinda veri toplama
islemi gergeklestirilmistir. Veri toplamak amaciyla, “Kisisel Bilgi Formu, Cevrimici
Ortam Uzman Goriis Formu, Cevrimici Giivenlik ve Risk Diizeyi Belirleme Araci
ve Agik Uclu Anket Formu” kullanilmigtir. Arastirmacilar tarafindan gelistirilen
kisisel bilgi formunda; interneti kullanim amagclarina yonelik giinliik ayrilan siire
ve ¢evrimici glivenlik, bilgi giivenligi veya internet giivenligi hakkinda daha 6nce
bir egitim alma durumuna yonelik sorular yer almaktadir.

Ortaokul 6grencilerine yonelik ¢evrimici giivenlik ve risk ile ilgili bilgi diizey-
lerini 6l¢mek amaciyla arastirmacilar tarafindan gelistirilen “Cevrimici Giivenlik
ve Risk Diizeyi Belirleme Aracr” baslikli bir 6l¢me araci kullanilmistir. Cevrimici
Giivenlik ve Risk Diizeyi Belirleme Araci, alanyazin taramasi dogrultusunda kap-
sama dahil edilmesi gereken temalar belirlenerek gelistirilen 16 agik uclu sorudan
olusmaktadir. Sorularin anlagilabilirligi ve 6grenci seviyesine uygunlugunu ortaya
¢ikarabilmek amaciyla hazirlanan 6lgme araci dokuz altinci simif 6grencisine uy-
gulanmigtir. Bu stiregte 6grencilerin seviyesine uygun olmadig: diistintilen iki soru
testten ¢ikartilmistir. 14 soruluk testin degerlendirmesi ise 10 alan uzmaninca ya-
pilmustir. Uzman gorisleri dogrultusunda; benzer kazanimlar 6l¢tiigh diisiiniillen
ve kapsam gegerlik oraninin disiik oldugu belirlenen {i¢ soru testten ¢ikartilmis,
bazi sorularda ise birtakim diizenlemeler gergeklestirilmistir. 11 soruya indirgenen
6lgme aracinin KGI 0.94 olarak belirlenmistir. Bagvurulan uzman sayis1 10 oldugu
icin, kapsam gegerlik 6l¢iitii 0,62 olarak kabul edilmis; KGI > KGO oldugundan,
gelistirilen aracin kapsam gecerliginin istatistiksel olarak anlamli olduguna ka-
rar verilmistir (Veneziano & Hooper, 1997). Ote yandan iki dil bilgisi uzmaninin
goriiglerine dayanarak aracin son diizenlemeleri yapilmistir. Cevrimici gtivenlik
ve risk diizeyi belirleme aracinin giivenirligini belirleyebilmek amaciyla, 6n-test
sonuglari iki ayr1 kodlayici tarafindan kodlanmuis, her soru i¢in Kappa istatistigi
kullanilmis ve kodlayic1 uyum degerleri hesaplanmistir.
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Cevrimici ortam tasarimu siirecinde ortamin sahip olmasi gereken 6zelliklerin
belirlenmesi amaciyla “Cevrimi¢i Ortam Uzman Goriig Formu” baglikli bir uzman
goriis formu gelistirilmistir. Bu form hazirlanirken Eren ve Erdeny’in (2020) gelis-
tirmis olduklar: 6lgiitler listesinden faydalanilmistir. Eren ve Erdem’in (2020) gelis-
tirdigi “Cocuga Kendini Koruma Bilinci Kazandirma Amagli Cevrimici Ortamlar
Olgegi” baglikl 6lgekte yer alan dlgiitlerin kullanimu igin gerekli izinler alinmistir.
Ortam tasarimi siirecinde, ortamdaki sorunlarin belirlenmesi amaciyla, sekiz alan
uzmanindan belirlenen olgiitler kapsaminda goriisler alinmis, gelen 6neriler dog-

rultusunda ortamda birtakim diizenlemeler yapilmistir.

Aragtirma kapsaminda ¢evrimici 6grenme ortaminin etkililiginin belirlenebil-
mesi amaciyla arastirmacilar tarafindan agik uglu bir anket formu gelistirilmistir.
Bu formda “Sitede bulunan igerikler giincel midir? Video ve anlatilarin siiresi sizce
ne kadar olmalidir (daha uzun-kisa)?” seklinde sorular yer almaktadur.

Etik Kurul izin Bilgileri

Calismanin yiiriitillebilmesi i¢in etik izinler ilgili kurumlardan alinmistir. Veri
toplama stireci ve ¢evrimici ortamdaki egitimlere katilim siireci goniillitk esasina
gore yurutilmis olup, 6grencilerin velilerinden gerekli izinler ¢evrimici ortamda
bir form araciligryla alinmustir.

Etik Degerlendirmeyi Yapan Kurul: Hacettepe Universitesi Rektorlitk

Evrak No: 35853172-300

Tarih: 12.11.2019

Etik Degerlendirmeyi Yapan Kurul: Ankara Valiligi Milli Egitim Mudiirligi

Evrak No: 14588481-605.99-E. 24100798

Tarih: 04.12.2019.

Cevrimigi Giivenlik ve Risk Diizeyi Belirleme Arac1 Kodlayic1 Uyum Analizleri

Aragtirmac tarafindan gelistirilmis olan Cevrimici Giivenlik ve Risk Diize-
yi belirleme aracinin giivenirligini belirleyebilmek amaciyla 6n-test sonuglari iki
ayr1 kodlayic1 tarafindan kodlanmus, her soru i¢in Kappa istatistigi kullanilmis ve
kodlayici uyum degerleri hesaplanmistir. Olgme aracinda yer alan sorularin Kappa

degerlerinin yorumlanabilmesi amaciyla Landis ve Koch (1977)’in 6nerdigi tablo
dikkate alinmistir (Bkz. Tablo 9).
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Tablo 9. Kappa Istatistigi Degeri ve Uyum Yorumu

Kappa Deger Aralig Uyum Guigliligi
<0.00 Zayif-kotu
0.00-0.20 Hafif

0.21-0.40 Makul

0.41-0.60 Orta

0.61-0.80 Onemli, giiglit
0.81-1.00 Miikemmel

Kappa istatistigi kullanilarak hesaplanan kodlayici uyum degerleri Tablo 10da
sunulmugtur:

Tablo 10. On-teste Yonelik Kappa Istatistigi Sonuglarinin Dagilim1

Sorular | Cohen Kappa Sayisi Spearman Korelason Degeri
1 1,000 1,000
2 ,923 911
3 712 ,760
4 ,660 ,873
5 ,779 ,790
6 ,737 ,942
7 ,722 ,843
8 ,720 ,799
9 ,685 ,753
10 ,705 ,708
11 ,671 ,723

Tablo 10da goriildagii tizere; Landis ve Koch (1977)’in 6nerdigi degerler dik-
kate alinarak (Bkz. Tablo 9); 6l¢me aracinda yer alan 3., 4., 5.,6.,7., 8.,9., 10. ve 11.
sorularin uyum diizeyinin giiclii; 1. ve 2. sorularin uyum diizeyinin ise mitkemmel
oldugu; 6lgme aracinin bu veriler dogrultusunda gtivenilir oldugu soylenebilir.
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Verilerin Analizi

Aragtirmanin nicel verilerinin analizi i¢in kullanilacak olan istatistik yontemle-
ri belirlenirken, 6rneklem biiytikliigiiniin 50'den az olmasi sebebiyle Shapiro-Wilks
testiyle normallik varsayimi stnanmustir. Nitel verilerin toplanmasi amaciyla kulla-
nilmis olan agik uglu anket formunun analizi i¢in ise igerik sirasiyla betimsel analiz
ve igerik analizi yontemlerine bagvurulmustur.

Aragtirmanin veri kaynaklarini, veri toplanmast ve veri analizini iceren aragtir-

ma stireci Tablo 11'de sunulmustur.

Tablo 11. Calisma Grubu i¢in Arastirmanin Anahatlari

Arastirma Problemi Veri Verilerin Veri Analizi
Kaynag1 Toplanmasi
Cevrimigi giivenlik ve risk ile ilgili bilgi Betimsel Istatis-
diizeyleri; interneti kullanim amaglarina Kisisel Bilgi tikler
yonelik giinliik ayrilan siire ve gevrimici Formu
giivenlik, bilgi giivenligi veya internet gii-
venligi hakkinda daha 6nce bir egitim alma Bagimsiz
durumuna gore nasil degismektedir? Ogrenciler | Gevrimigi | Gruplar T-Testi
giivenlik ve
risk diizeyi
belirleme Tek Faktorlii
aracil Varyans
Analizi
Cevrimigi giivenlik ve risk ile ilgili Cevrimigi
egitime yonelik tasarlanan ortamda giivenlik ve Bagimli
yuritiilen egitimlerin 6grencilerin Ogrenciler | risk diizeyi Gruplar
¢evrimigi giivenlik ve risk ile ilgili belirleme T-Testi
bilgi durumlarindaki degisime etkisi nedir? araci
Cevrimigi ortamda ytiriitiilen ¢evrimigi Cevrimigi
glivenlik ve risk ile ilgili egitimlerinin N . g'iivenlilf ve Bagimli  Grup-
. . . L . Ogrenciler | risk diizeyi .
ogrenilenlerin kaliciligina etkisi nedir? belirleme lar T-Testi
araci
Ogrencilerin, gelistirilen ¢evrimici . . Agik uglu | Betimsel analiz
el a1 . Ogrenciler o o
ortama yonelik goriisleri nelerdir? anket formu | ve igerik analizi
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BULGULAR

Bu bolimde 6n-teste yonelik kodlayici uyum analizleri bulgulari ve arastirma
sorularina yonelik bulgular yer almaktadir. Bulgular bu arastirmanin amaci dog-
rultusunda belirlenen aragtirma sorulari ayr1 ayr1 cevaplandirilacak sekilde sunul-
mustur.

Ogrencilerin Cevrimici Giivenlik ve Risk ile Ilgili Bilgi Diizeylerinin Interneti
Kullanum Amaglarina Yonelik Giinliik Ayrilan Siire ve Cevrimigi Giivenlik, Bilgi
Giivenligi veya Internet Giivenligi Hakkinda Daha Once Bir Egitim Alma Duru-
muna Bagli Olarak Degisiklik Durumu

Bu ¢alismanin ilk aragtirma sorusu “Ogrencilerin gevrimigi giivenlik ve risk ile
ilgili bilgi diizeyleri; interneti kullanim amaglarina yonelik giinliik ayrilan siire ve
cevrimigi giivenlik, bilgi giivenligi veya internet giivenligi hakkinda daha 6nce bir
egitim alma durumuna gore nasil degismektedir?” seklinde belirlenmistir. Caligma
grubunun ¢evrimici giivenlik ve risk ile ilgili bilgi diizeyleri i¢in verilerin normal
dagilim gosterip gostermedigini belirlemek amaciyla 6n-test ve son-test verilerine
yonelik uygulanan Shapiro-Wilks testinin sonuglar: Tablo 12'de verilmistir.

Tablo 12. On-Test ve Son Test Sonuglarina iliskin Shapiro-Wilks Normallik Testi
Sonuglarinin Dagilim

Test N X S Sd t P
On-test 30 64,70 18,15 29 -8,50 0,000
Son-test 30 91,80 14,92

Tablo 12'de goriildiigii tizere, 6n-test ve son-test sonuglarma yonelik uygulanan
Shapiro-Wilks testi analiz sonuglarina gore p>.05 oldugundan; ¢aligmaya katilan
grubun normal dagilim gosterdigine karar verilmistir. Bu dogrultuda, 6grencilerin
¢evrimici giivenlik ve risk ile ilgili bilgi diizeylerinin interneti kullanim amaglari-
na yonelik giinliik ayrilan siire ve ¢cevrimici giivenlik, bilgi giivenligi veya internet
gtivenligi hakkinda daha 6nce bir egitim alma durumuna bagli olarak nasil degis-
tigini belirlemek amaciyla tek yonlii varyans analizi ve bagimsiz gruplar t-testinin
kullanilmasinin uygun olduguna karar verilmistir.

Ogrencilerin Cevrimigi Giivenlik ve Risk Diizeyinin Interneti Kullanim Amagla-

Katilimcilarin gevrimici giivenlik ve risk diizeyinin interneti haber okumak-
medyay1 takip etmek amagli, eglence amagl ve egitim amagh kullanima (aragtir-
ma yapmak, 6dev yapmak, uzaktan egitime devam etmek) yonelik gtinlitk ayrilan
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stireye bagl olarak nasil degistigine yonelik bulgular ayr1 bagliklar halinde sunul-
mustur.

Ogrencilerin Cevrimici Giivenlik ve Risk Diizeyinin Interneti Haber Okumak-
Medyay: Takip Etmek Amagh Kullanima Yonelik Giinliik Ayirdig Stireye Bagli ola-

Katilimcilarin ¢evrimici giivenlik ve risk diizeyinin interneti haber okumak-
medyay: takip etmek amacl kullanima yonelik giinlik ayirdig: stireye bagli olarak
nasi degistiginin belirlenmesi amaciyla tek faktorlii varyans analizine bagvurul-
mustur. Bu analizin sonuglar1 Tablo 13’te verilmistir.

Tablo 13. Katilimcilarin Interneti Haber Okumak- Medyay1 Takip Etmek Amagl
Kullanima Yonelik Giinliik Harcadigi Siire ile Cevrimigi Giivenlik ve Risk ile ilgili Bilgi
Diizeylerine Gore Tek Faktorlii Varyans Analizi Sonuglarinin Dagilimi

Varyansin Kaynag1 Kareler |sd | Kareler F P Anlaml Fark
Toplam1 Ortalamasi
Gruplararasi 987,06 3 329.02 .99 40
Gruplarici 8573,23 | 26 329.74 -
Toplam 9560.30 |29

Tek faktorlii varyans analizi sonuglari, 6grencilerin ¢evrimici giivenlik ve risk
ile ilgili bilgi diizeylerinin; interneti haber okumak- medyay: takip etmek amagh
kullanimda giinlitk harcadig: siireye bagh olarak degismedigini gostermektedir,
F(3,26) =.99, p >.05.

Ogrencilerin Cevrimigi Giivenlik ve Risk Diizeyinin Interneti Eglence Amagh

Bulgular

Katilimcilarin interneti eglence amagh kullanima yonelik giinlitk harcadig: sii-
reye gore cevrimici glivenlik ve risk ile ilgili bilgi diizeylerinin farklilagip farklilas-
madiginin belirlenmesi amaciyla tek faktorlii varyans analizine bagvurulmustur.
Bu analizin sonuglar1 Tablo 14’te verilmistir.

Tablo 14.Katilimcilarin Interneti Eglence Amagl Kullanima Yonelik Giinliik
Harcadig Siire ile Cevrimigi Giivenlik ve Risk ile Ilgili Bilgi Diizeylerine Gére Tek
Faktorlii Varyans Analizi Sonuglarinin Dagilimi
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Varyansin Kareler Topla- | sd Kareler Ortalama- | F p | Anlaml
Kaynag mi1 s1 Fark
Gruplararasi 2765,19 4 691.30 2.54 | .06

Gruplarici 6795,11 25 271.80 -
Toplam 9560,30 29

Tek faktorlii varyans analizi sonuglari, 6grencilerin ¢evrimici giivenlik ve risk
ile ilgili bilgi diizeylerinin; interneti eglence amagh kullanimda giinliik harcadig:
stireye bagli olarak degismedigini gostermektedir [F(4, 25) = 2,54, p >.05].

Ogrencilerin Cevrimici Giivenlik ve Risk Diizeyinin Interneti Egitim Amaciyla
(Arastirma Yapmak, Odev Yapmak, Uzaktan Egitime Devam Etmek) Kullanmaya

Katilimcilarin interneti egitim amaciyla (arastirma yapmak, 6dev yapmak,
uzaktan egitime devam etmek) kullanmaya y6nelik giinliik harcadigi siire ile gevri-
migi glivenlik ve risk ile ilgili bilgi diizeyleri arasindaki iliskinin belirlenmesi ama-
cryla tek faktorlii varyans analizine bagvurulmustur. Bu analizin sonuglar1 Tablo
15te verilmistir:

Tablo 15. Katilimcilarin Interneti Egitim Amacryla Kullanmak (Arastirma Yapmak,
Odev Yapmak, Uzaktan Egitime Devam Etmek) icin Giinliik Harcadig Siire ile Cevri-
migi Giivenlik ve Risk ile Ilgili Bilgi Diizeylerine Gore Tek Faktorlii Varyans Analizi
Sonuglarinin Dagilimi

Varyansin Kaynag1 | Kareler Topla- [ sd | Kareler F P Anlaml:
mi Ortalamast Fark
Gruplararasi 1199,92 2 599,96 |1.93|.16
Gruplarigci 8360,37 27 309,64 -
Toplam 9560,30 29

Tek faktorlii varyans analizi sonuglari, 6grencilerin ¢evrimigi giivenlik ve risk
ile ilgili bilgi diizeylerinin; interneti egitim amaciyla (arastirma yapmak, 6dev yap-
mak, uzaktan egitime devam etmek) kullanima yonelik giinliik harcadig siireye
bagli olarak degismedigini gostermektedir, F(2, 27) = 1.93, p >.05.

Katihmcilarin Cevrimici Giivenlik, Bilgi Giivenligi, Siber Giivenlik veya Internet
Giivenligi Hakkinda Daha Once Herhangi Bir Egitim Alma Durumu ile Cevrimigi
Giivenlik ve Risk ile Ilgili Bilgi Diizeyleri Arasindaki Iligki

Caligmaya katilan grubun on-test sonuglarinin normal dagilim gosterdigine
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karar verilmesi sebebiyle (Bkz. Tablo 12), katilimcilarin ¢evrimici gtivenlik, bilgi
givenligi, siber giivenlik veya internet giivenligi hakkinda daha 6nce herhangi bir
egitim alma durumu ile ¢cevrimici giivenlik ve risk ile ilgili bilgi diizeyleri arasinda-
ki iligskinin belirlenmesi amaciyla bagimsiz gruplar t-testi analizine basvurulmus-
tur. Bu analizin sonuglar1 Tablo 16da verilmistir:

Tablo 16. Katilimcilarin Cevrimigi Giivenlik, Bilgi Giivenligi, Siber Giivenlik veya
internet Giivenligi Hakkinda Daha Once Herhangi Bir Egitim Alma Durumu ve Cev-
rimigi Giivenlik ve Risk ile flgili Bilgi Diizeylerine Gore Bagimsiz Gruplar T-Testi So-
nuglarimin Dagilimi

Egitim Alma N X S sd t p
Durumu

Evet 7 62,85 27,05 28 .30 .76
Hayir 23 65,26 15,27 22

Bagimsiz gruplar t-testi sonuglaria gore, 6grencilerin ¢evrimigi giivenlik ve
risk ile ilgili bilgi diizeyleri; ¢evrimici giivenlik, bilgi giivenligi, siber giivenlik veya
internet giivenligi hakkinda daha 6nce herhangi bir egitim alma durumuna gore
degismemektedir, t(28)=.30, p>.05.

Cevrimigi Ortamda Yiiriitiilen Egitimlerin Ogrencilerin Cevrimigi Giiven-
lik ve Risk ile Tlgili Bilgi Durumlarindaki Degisimine Olan Etkisine Yonelik
Bulgular

Bu ¢alismanin ikinci arastirma sorusu “Cevrimici giivenlik ve risk ile ilgili egi-
time yonelik tasarlanan ortamda yiiriitiilen egitimlerin Ogrencilerin cevrimici gii-
venlik ve risk ile ilgili bilgi durumlarmmdaki degisime etkisi nedir?” seklinde belirlen-
mistir. Calisma grubunun cevrimici giivenlik ve risk ile ilgili bilgi dizeyleri icin
verilerin normal dagilim gosterip gostermedigini belirlemek amaciyla 6n-test ve
son-test verilerine yonelik Shapiro-Wilks testi kullanilmis, her iki test i¢in p>.05
oldugundan; grubun normal dagilim gosterdigine karar verilmistir. Yiirtitiilen de-
neysel uygulamanin 6grencilerin ¢evrimigi giivenlik ve risk ile ilgili bilgi diizeyleri
tizerindeki etkililiginin test edilmesi amaciyla 6n-test ve son-test puanlar1 karsilas-
tirllmistir. Sonuglarinin kargilagtirilmasina iliskin bagimli gruplar t-testi sonuglari
Tablo 17de verilmistir.
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Tablo 17.Calisma Grubunun On-test ve Son-test Sonuglarinin Karsilastirilmasina
fligkin Bagimli Gruplar T-Testi Sonuglarinin Dagilim1

Test N X S Sd t P
On-test 30 64,70 18,15 29 8.50 .00
Son-test 30 91,80 14,92

Tablo 17de goriilldiigii tizere, ¢evrimici ortamda yapilan egitimler sonrasinda
ogrencilerin ¢evrimici glivenlik ve risk ile ilgili bilgi diizeylerinde anlaml: bir ar-
tis oldugu belirlenmistir, t(29)=-8.50, p<.05. Ogrencilerin egitim éncesi Cevrimigi
Giivenlik ve Risk Diizeyi puanlari ortalamast X= 64.70 iken, egitim sonrasinda
Cevrimi¢i Giivenlik ve Risk Diizeyi puanlar1 ortalamasi X= 91.80 olarak belirlen-
mistir. Bu bulgu, ¢evrimi¢i ortamda yiiriitilen ¢evrimigi glivenlik ve risk ile ilgili
egitimlerin, 6grencilerin ¢evrimici giivenlik ve risk ile ilgili bilgi diizeylerini artir-
mada 6nemli bir etkisinin oldugu seklinde yorumlanabilir.

Cevrimigi Ortamda Yiiriitiilen Cevrimici Giivenlik ve Risk ile Tlgili Egi-
timlerin Ogrenilenlerin Kalicihigina Etkisine Yonelik Bulgular

Bu ¢aligmanin ti¢lincii aragtirma sorusu “Cevrimici ortamda yiiritiillen gevri-
mici giivenlik ve risk ile ilgili egitimlerin 6grenilenlerin kaliciligina etkisi nedir?”
seklinde belirlenmistir. Caliyma grubunun ¢evrimici gilivenlik ve risk ile ilgili bilgi
diizeyleri i¢in verilerin normal dagilim gosterip gostermedigini belirlemek ama-
cryla kalicilik testi verilerine yonelik Shapiro-Wilks testi kullanilmis ve analiz so-
nuglar1 p>.05 oldugundan (Tablo 18); grubun normal dagilim gosterdigine karar
verilmistir.

Tablo 18. Kalicilik Testi Sonuglarina iliskin Shapiro-Wilks Normallik Testi Sonug-
larinin Dagilimi

Uygulanan Test df P
Kalicilik Testi 30 .38

Deneysel uygulamanin 6grenilenlerin kalicihifi agisindan degerlendirilebilme-
si amaciyla ¢aligma grubunun son-test ve kalicilik testi puanlari karsilagtirilmigtir.
Caligma grubunun son-test ve kalicilik testi sonuglarinin karsilastirilmasina iliskin
bagimli gruplar t-testi sonuglari Tablo 19da verilmistir.
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Tablo 19. Calisma Grubunun Son-test ve Kalicilik Testi Sonuglarinin Karsilastiril-
masina iliskin Bagimli Gruplar T-Testi Sonuglar1

Test N X S Sd t P
Son-Test 30 91.80 14.92 29 2.10 .04
Kalicilik Testi 30 87.26 14.26

Tablo 19da goriildiigi tizere, 6grencilerin ¢evrimici giivenlik ve risk ile ilgili
bilgi diizeylerinde anlaml farklilik oldugu belirlenmistir, £29)=2.10, p<.05. Og-
rencilerin son-testten almig olduklar1 Cevrimici Giivenlik ve Risk Diizeyi puanlar1
ortalamas: X= 91.80 iken, egitim tamamlandiktan dort hafta sonra yapilan kalicilik
testinde gevrimigi giivenlik ve risk diizeyi puanlar1 ortalamasinin X= 87.26 oldugu
goriilmiistiir. Bu veriler, ¢evrimigi ortamda yiiriitiilen egitimlerin 6grenilen bilgi-
lerin kaliciligini saglama agisindan yeterli olmadigini gostermektedir.

Ogrencilerin, Gelistirilen Cevrimici Ortamin Islevselligine Yonelik Goriis-
leri

Bu ¢alismanin dérdiincii ve son arastirma sorusu “Ogrencilerin, gelistirilen
cevrimici ortamin islevselligine yonelik goriisleri nelerdir?” seklinde belirlenmistir.
Arastirma kapsaminda gelistirilen ortamin kullanilabilirlik sorunlarinin ve islev-
selliginin belirlenebilmesi amaciyla uzman goriisleri dikkate alinarak arastirmaci
tarafindan agik uclu bir anket formu gelistirilmistir. Cevrimici ortamdaki egitimle-
re katilan 6grencilerin gelistirilen ortamin islevselligine yonelik goriisleri agik uglu
anket formu araciligiyla elde edilmistir. Agik uglu bir anket formu ile elde edilen
veriler alt bagliklar halinde sunulmustur:

Sitenin Isminin Uygunluguna Yonelik Bulgular

Caligma grubundaki 6grencilerin tamamu (30) gelistirilen ¢evrimici ortamin
ismini uygun bulduklarini belirtmistir.

Sitede Bulunan Igeriklerin Giincelligine Yonelik Bulgular

Caligma grubundaki 6grencilerin tamami (30) ¢evrimigi ortamda bulunan ige-
riklerin giincel oldugunu diistindiiklerini belirtmistir.

Video ve Anlatilarin Siiresinin Ne Kadar Olmas: (Daha Uzun-Kisa) Gerektigine
Yonelik Bulgular

Gelistirilen ¢evrimici ortamda yer alan video ve anlatilarin siiresi ile ilgili ola-
rak; 12 6grenci, siirelerin ideal oldugunu; yedi 6grenci siirenin daha kisa olmasi ge-
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rektigini, alt1 6grenci siirenin daha uzun olmasi gerektigini; bes 6grenci ise siireleri
konu igerigine gore degismesi gerektigini belirtmistir.

“Kendimizi Stnayalim” Béltimleri Hakkinda Ne Diisiiniildiigiine Yonelik Bulgu-
lar

Gelistirilen ¢evrimici ortamda yer alan “Kendimizi Sinayalim” boliimleri ile
ilgili olarak 25 6grenci; “kendimizi sinayalim” bolimlerinin, konular: pekistirme-
leri i¢in yardimci oldugunu, verilen 6rneklerle konuyu daha iyi anladiklarini, bu
boliimii etkili ve keyifli bulduklarini belirtmislerdir. Bes 6grenci ise, “Kendimizi
Sinayalim” boliimlerindeki soru sayisinin az oldugunu belirtmistir.

“Etkinlikler” Bashkl: Boliimde Yer Alan Etkinlikler Hakkinda Ne Diisiintildiigiine
Yonelik Bulgular

Gelistirilen ¢evrimigi ortamda yer alan “Etkinlikler” boliimii ile ilgili olarak 26
ogrenci; etkinliklerin tamaminin ilgisini ¢ektigini, dort 6grenci, mobil teknolojiler
araciligiyla etkinlikleri uygularken sorun yasadiklariny; iki 6grenci etkinliklerin il-
gisini cekmedigini, iki 6grenci baz1 etkinliklerin ilgisini ¢ektigini, bir 6grenci ise
“Ornek Durum Coziimleme” etkinligini begenmedigini belirtmistir.

Cevrimigi Ortamin En Qok Hangi Yoniiniin Begenildigine Yonelik Bulgular

Gelistirilen ¢evrimici ortamin en ¢ok hangi yontiniin begenildigine yonelik;
sekiz 6grenci oyunlar bolimiini; sekiz 6grenci iceriklerin faydali, egitici, agik ve
anlagilir olmasiny; alti 6grenci ortamin keyifli ve eglenceli olmasiny; alt1 6grenci
etkinlikleri; dort 6grenci videolary; iki 6grenci soru sor bolimiini; iki 6grenci site-
deki biitiin boliimleri begendigini; bir 6grenci “arkadaslar” bolimiinii begendigini;
bir 6grenci ise ortami 6gretmeninin gelistirmesinin ilgisini ¢ektigini belirtmistir.

Cevrimigi Ortamin En Az Hangi Yoniiniin Begenildigine Yonelik Bulgular

Gelistirilen ¢evrimici ortamin en az hangi yoniiniin begenildigine yonelik 11
Ogrenci, gelistirilen ¢evrimici ortamda begenmedigi bir yon olmadiginy; dort 6g-
renci, oyunlarda zaman zaman hatalar olustugunu; iki 6grenci, etkinliklerin yap1-
lip yapilmadigini goriintillemekte sorun yasadiklarini ve iki 6grenci, metinlerin
fazla uzun oldugunu belirtmistir. 11 6grencinin sitede begenmedikleri yonlere ilis-
kin ciimleler ise su sekildedir:

“Etkinlikler boliimiindeki bulmaca kafa karistirici.” (Ogrenci 9)

“Kelime bulmacada, yazilar zor yaziliyor” (Ogrenci 22)
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“Etkinliklerin telefondan yapilmamasini begenmedim.” (Ogrenci 20)
“Etkinlikleri begenmedim.” (Ogrenci 24)

“Kendimizi siayalim béliimiindeki sorular fazla olsa daha iyi olabilirdi” (Og-
renci 18)

“Ornek Durum Coziimleme etkinligini ve yazilarn uzun olmasini begenme-
dim.” (Ogrenci 19)

“Okumadan ¢ok daha fazla anlatimli video olabilirdi.” (Ogrenci 23)

“Videolar YouTubedan almdigi icin tam ekran yapilmamasini be§enmedim.”
(Ogrenci 25)

“Videolar1 begenmedim.” (Ogrenci 2)

“Sitenin bazen hata vermesi sikintisi disinda baska bir seyden hosnutsuzluk ya-
samadim.” (Ogrenci 2)

“Gegmis konular: tekrarlamak istedigimde bir onceki haftaya ait isledigimiz ko-
nunun tekrar agilmamasim begenmedim.” (Ogrenci 10)

Cevrimigi Ortamin Cevrimigi Giivenlik ve Risk Diizeyine Yonelik Ne Gibi
Katkilar Sagladigina Yonelik Bulgular

Cevrimici ortamin ¢evrimici giivenlik ve risk ile ilgili bilgiye yonelik ne gibi
katkilar sagladigina yonelik olarak 13 6grenci, ¢evrimici ortam araciligiyla bilme-
dikleri konular1 6grendiklerini; 13 6grenci, internette daha dikkatli ve tedbirli dav-
ranilmasinin énemini 6grendiklerini belirtmistir. Dort 6grencinin ¢evrimigi orta-
min ¢evrimici gitvenlik ve risk ile ilgili bilgiye yonelik ne gibi katkilar sagladigina
iligkin ctimleleri ise su sekildedir:

“Bana sosyal medyadaki insanlara giivenmemem gerektigini, sifreleri artik nasil
koyabilecegimi gosterdi.” (Ogrenci 20)

“Sifre giivenligini ve kisisel verilerin korunmasini siber zorbalikla karsilastigimda
ne yapmam gerektigini ve bunlara benzer bircok sey dgrendim.” (Ogrenci 4)

“Kendimi sanal ortamda nasil korurum, nasil davranmaliyim bilgilerimi nasil
korumaliyim, bunlari 6gretti” (Ogrenci 10)
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“Sifrelerimi diizgiin belirlemeye basladim.” (Ogrenci 15)

Cevrimigi Ortamin Kullammminda Ne Tiir Zorluklarla Karsilasildigina Yonelik
Bulgular

Cevrimici ortamin kullaniminda ne tiir zorluklarla karsilasildigina yonelik 14
Ogrenci, ¢evrimici ortami kullanirken herhangi bir zorlukla kargilagsmadiklaring;
¢ 6grenci etkinlikleri telefondan yapma konusunda sorun yasadiklaring; iki 6g-
renci video kisminda reklamlarla karsilasabildiklerini, iki 6grenci tamamladiklari
boliimlerin kaydedilmesinde sorun yasadiklarini ve iki 6grenci oyunlarda zaman
zaman hatalar olustugunu belirtmislerdir. Yedi 6grencinin ¢evrimigi ortami kul-
landiklari stiregte karsilastiklar: zorluklara yonelik goriisleri ise su sekildedir:

“Arada videolarin donmas: beni zorladi.” (Ogrenci 9)
“Bazen videolari agmakta zorlantyorum.” (Ogrenci 14)

“Ilk 6nce siteyi agamadim biraz zorlandim ama sonra her sey yeniden baslamis
gibi ¢ok eglendim.” (Ogrenci 12)

“Kelime arama etkinliginde harfleri yazarken zorlandim.” (Ogrenci 19)
“Etkinliklerdeki bulmaca kisminda zorlandim.” (Ogrenci 15)

“Site ici aramay1 bulamadim. Varsa da gériiniir olmal.” (Ogrenci 22)
“Bazen sorulari isaretlememe ragmen bos olarak goziikiiyordu.” (Ogrenci 18)

Ogrencilere Yonelik Bir Cevrimici Giivenlik ve Risk ile Ilgili Egitimde Hangi Ko-
nulara Yer Verilmesi Gerektigine Yonelik Bulgular

Ogrencilere yonelik bir gevrimici giivenlik ve risk ile ilgili egitimde hangi ko-
nulara yer verilmesi gerektigine yonelik olarak 10 6grenci, ¢evrimici ortamdaki
konularin yeterli oldugunu ve yedi 6grenci konu 6nerisi hakkinda bir fikrinin ol-
madigini belirtmistir. 13 6grencinin 6grencilere yonelik bir ¢cevrimigi giivenlik ve
risk ile ilgili egitimde baska hangi konulara yer verilmesi gerektigine iliskin ifade-
leri asagidaki sekildedir:

“Siber zorbalikla karsilastigimizda yapabileceklerimizle ilgili belli araliklarda vi-
deolar paylasilmali.” (Ogrenci 4)

“Bu konularda daha fazla ne yapabiliriz, kendimizi sanal ortamda nasil sinirla-
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may1 6grenmeliyiz, vb. konular yer almal.” (Ogrenci 10)
“Googledaki ayarlar boliimii ile ilgili bir konu olabilir” (Ogrenci 19)
“Sosyal medyay: daha giivenli nasil kullanacagimiz anlatiimali.” (Ogrenci 2)
“Viriislerden korunma yollar1 daha fazla anlatiimal.” (Ogrenci 1)
“Hackerlar karsisinda ne yapmaliyim konusu olmal.” (Ogrenci 25)
“Bence uygulamalar hakkinda da bilgi verilmeli” (Ogrenci 18)
“Her iinitede ayri béliimlere yer verilmelidir” (Ogrenci 28)
“Ilgi ¢ekici iceriklere ve daha da eglenceli etkinliklere yer verilmeli.” (Ogrenci 23)
“Bulmaca eklenmelidir” (Ogrenci 13)
“Photoshop uygulamalar: eklenmelidir” (Ogrenci 7)
“Kelime tiiretmece eklenmelidir.” (Ogrenci 14)

“Ders konulari hangi sirayla gidiyorsa o sekilde konulara yer verilmelidir” (Og-
renci 20)

“Yeni Yorum Ekle” Béliimiinde Diger Kullamcilarla Gergeklestirilen Iletisimin Ne
Gibi Katkilar Sagladigina Yonelik Bulgular

“Yeni Yorum Ekle” bolimiinde diger kullanicilarla gergeklestirilen iletisimin ne
gibi katkilar sagladigina yonelik olarak 21 6grenci “Yeni Yorum Ekle” boliimiiniin,
arkadaslariyla fikir aligverisi yapmalarini sagladigini, farkli bilgiler 6grenmelerine
firsat sagladigini, sekiz 6grenci, bu boliimii kullanmadiklarini ve gerekli bulma-
diklarini, bir 6grenci ise bu boliimiin bilgilerini pekistirmesine yardimei oldugunu
belirtmistir.

Cevrimici Ortama Yonelik Oneriler

22 dgrenci ¢evrimigi ortama yonelik bir 6nerisinin olmadigini belirtmistir. Se-
kiz 6grencinin ¢evrimici ortama yonelik 6nerileri ise su sekildedir:

“Videolar biraz daha yavas olabilir, hizli gecen yazilari okumak igin durdurmak
zorunda kaliyorsun.” (Ogrenci 8)
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“Daha farkli etkinlik bulmaca bosluk doldurma, Dogru Yanls sorular: eklenebi-
lir” (Ogrenci 9)

“Telefondaki hatalar diizeltilmeli. Yani telefondan da rahat bir sekilde yapilmali”
(Ogrenci 16)

“Iginde oldugumuz ve olacagimiz giivenlik tehlikeleri sik sik tekrarlanmali bence.”
(Ogrenci 10)

“ Devami’ yazisimin daha biiyiik olmast ve daha fazla oyun, etkinlik olmasi”
(Ogrenci 29)

“Hackerlardan nasil korunmamiz gerektigini dgreten bir konu.”(Ogrenci 25)
“Etkinlikler boliimiine dogru/yanhs eklenebilir” (Ogrenci 22)
TARTISMA, SONUC VE ONERILER

Kiiresel salginin hayatimizi pek ¢ok alanda etkiledigi su giinlerde, egitim ala-
ninda ciddi doniisiimler yaganmus, uzaktan egitimin firsatlar agisindan degerlendi-
rilmesi 6nem kazanmigtir. Uzaktan egitim faaliyetleri ile, giinliik hayatta internette
gecirilen zaman daha da artmus, internetin sagladigi firsatlarin yani sira getirebile-
cegi birtakim giivenlik riskleri hakkinda da bilgi sahibi olunmasi gerekliligi ortaya
¢ikmustir.

Bu ¢aligma kapsaminda, gevrimici gitvenlik ve risk ile ilgili egitime yonelik ge-
listirilen ¢evrimici ortamda yuriitilen egitimlerin 6grencilerin ¢evrimici giivenlik
ve risk ile ilgili bilgi diizeyleri agisindan etkililigi sinanmistir. Bu dogrultuda 6g-
rencilerden ortamin iyilestirilmesine yonelik veriler de toplanmistir.

Aragtirmanin ilk arastirma sorusu, “Ogrencilerin cevrimici giivenlik ve risk ile
ilgili bilgi diizeyleri; interneti kullanim amaglarima yonelik giinliik ayrilan siire ve
cevrimici giivenlik, bilgi giivenligi veya internet giivenligi hakkinda daha once bir
egitim alma durumuna gére nasil degismektedir?” seklindedir. Ogrencilerin gevri-
mici glivenlik ve risk ile ilgili bilgi diizeylerinin interneti haber okumak- medyay1
takip etmek amacli kullanimda giinliik ayirdiklar: siireye bagli olarak nasil degis-
tiginin belirlenmesi amaciyla tek faktorlii varyans analizine bagvurulmustur. Elde
edilen sonuglara gore, arastirmanin ¢alisma grubunu olusturan 6grencilerin ¢evri-
mici glivenlik ve risk ile ilgili bilgi diizeylerinin; interneti kullanimda giinliik ayur-
diklari siireye bagli olarak degismedigini séylemek miimkiindiir. Ogretmenlerin
sanal zorbalik hakkindaki diisiincelerini belirlemek amaciyla gergeklestirilen bir
caligmada; internet kullanim siiresi arttik¢a katilimcilarin sanal zorbaligin yalniz-
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ca yetiskinler tarafindan yapilacagina iligkin diisiincelerinin azaldig: belirlenmistir
(Yenilmez & Seferoglu, 2013). Cocuklarin internet kullanimi arttikga, istenmeyen
risklere maruz kalma olasiliginin da arttig1 belirtilmektedir (Livingstone vd., 2011).

Calisma kapsaminda katilimcilarin ¢evrimici giivenlik, bilgi gtivenligi, siber
giivenlik veya internet gitvenligi hakkinda daha 6nce herhangi bir egitim alma du-
rumu ile ¢evrimici giivenlik ve risk ile ilgili bilgi diizeyleri arasinda anlamli bir
iliski bulunmamaktadir. Bu sonucun, 6grencilerin daha 6nce katildiklarin: belirt-
tikleri egitimlerin kapsaminin, gelistirilen ortamda yer alan konulara kiyasla daha
kisith olmasindan kaynaklandig diisiiniilebilir. Avrupa Cevrimici Cocuklar (2020)
projesi kapsaminda gergeklestirilen ¢aligmada; ¢evrimici ortamda kendini giiven-
de hissetmenin, bir¢ok ¢evrimici etkinlige katilim i¢in 6nemli bir faktor oldugu
belirtilmistir (Smahel vd., 2020). Bu ¢alismada 6grencilerin daha 6nce ¢evrimici
givenlik ve risk ile ilgili bir egitime katilma durumu goz 6ntine alinarak, 6gren-
cilerin ¢evrimici giivenlik ve risk bilgi diizeyleri agisindan esit seviyede olduklari
belirlenmis ve egitimler gerceklestirilmistir.

Aragtirmanin ikinci arastirma sorusu “Cevrimici giivenlik ve risk ile ilgili egitime
yonelik tasarlanan ortamda yiiriitiilen egitimlerin 0grencilerin ¢evrimigi giivenlik ve
risk ile ilgili bilgi durumlarmdaki degisimine etkisi nedir?” seklindedir. Yirtilen
deneysel uygulamanin 6grencilerin ¢evrimici gtivenlik ve risk ile ilgili bilgi diizey-
leri tizerindeki etkililiginin test edilmesi amaciyla 6n-test ve son-test puanlari ba-
gimli gruplar t-testi ile karsilastirilmis, egitimler sonrasinda 6grencilerin ¢evrimici
givenlik ve risk ile ilgili bilgi diizeylerinde anlamli bir artis oldugu belirlenmistir.
Bu durum, aragtirma kapsaminda ¢evrimigi ortamda yiirtitillen ¢evrimici gtivenlik
ve risk ile ilgili egitimlerin, 6grencilerin ¢evrimici giivenlik ve risk ile ilgili bilgi
diizeylerini gelistirme konusunda 6nemli bir etkisinin oldugu seklinde diisiinii-
lebilir. Arastirmadan elde edilen bu sonucun alanyazinda da bazi ¢alismalardaki
sonuglarla drtiistiigiinii séylemek miimkiindiir. Ornegin; 9-13 yas arasi ¢ocuklara
¢evrimi¢i mahremiyet-gizlilik okuryazarlig1 egitiminin verildigi bir caligmada; egi-
timin ¢ocuklarin ¢evrimici gizlilik okuryazarligini etkileyebilecegi incelenmistir.
Aragtirma sonuglari, egitimin ¢ocuklarin ¢evrimici gizlilik anlayisini gelistirdigini
gostermigstir (Desimpelaere vd., 2020). Yine, dijital ayak izi ders tasariminin 6gren-
cilerin dijital vatandaslik konusundaki akademik bagarilarina etkisinin incelendigi
bir bagka arastirmada dijital ayak izi dersinin tasariminin dijital vatandaslik ko-
nusundaki akademik basar1 agisindan olumlu bir etkisinin oldugu belirtilmigtir
belirlenmistir (Kuh Karyeli & Daghan, 2019).

Aragtirmanin ti¢iincii aragtirma sorusu “Cevrimici ortamda yiiriitiilen ¢cevrimi-
¢i giivenlik ve risk ile ilgili egitimlerin 6grenilenlerin kaliciligina etkisi nedir?” seklin-
dedir. Ogrenilenlerin kalicihg1 agisindan degerlendirilebilmesi amaciyla galigma
grubunun son-test ve kalicilik testi puanlar1 bagiml gruplar t-testi ile karsilagtiril-
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mustir. Aragtirma kapsaminda 6grencilerin ¢evrimici giivenlik ve risk ile ilgili bilgi
diizeylerinde son test ve kalicilik testi puanlar1 acisindan anlaml farklilik oldugu
sonucuna ulagilmigtir. Bu sonucun, 6grencilerin ¢evrimici ortamdaki derslere ye-
terli katilim saglayamamis olmalarindan kaynaklandig: diistintilebilir.

Arastirmanin dérdiincii ve son aragtirma sorusu; “Ogrencilerin, gelistirilen cev-
rimigi ortama yonelik goriisleri nelerdir?” seklindedir. Bu arastirma sorusu aracili-
g1yla ortamin kullanilabilirlik sorunlar: belirlenmis, ortamda yapilabilecek diizen-
lemeler tespit edilmistir. Bu dogrultuda gelistirilen ortamda yer alan “Kendimizi
Sinayalim” boliimlerinde yer alan soru sayisinin az olmasi, “Etkinlikler” bolimii-
niin mobil teknolojiler araciligiyla uygulanmasinda sorun yasanmasi, bazi sayfa-
larda metinlerin ¢ok uzun olmasi, videolar sayfasinda reklamlarla karsilagilmasi
gibi tespitler dikkat cekmektedir. Bu tespitler goz 6niinde bulundurularak gelisti-
rilen ortamda “kendimizi siayalim” boliimiindeki soru sayisinin artirilmasi, et-
kinliklere yonelik mobil teknolojilerde yaganan sorunlarin giderilmesi, metinlerin
kisaltilmasi ve videolarin dogrudan gelistirilen sistem tizerinden reklamlar olmak-
s1izin sunulmasi gibi diizenlemeler yapilmasinin uygun olacag distintilmiistiir.

Calisma kapsaminda elde edilen sonuglar1 6zetlemek gerekirse, hedeflenen ka-
zanimlara ve 6grenci seviyesine uygun olarak gelistirilen ¢evrimici ortamlarin ve
bu ortamlar araciligiyla 6gretmenin planlamasina uygun olarak yiiriitiilen egitim-
lerin, 6grenci basarist agisindan katki saglayacag soylenebilir. Cevrimici ortam-
larda gegirilen siirenin oldukea fazla oldugu su giinlerde, 6grencilerin ¢evrimici
ortamlarda karsilagabilecekleri giivenlik sorunlar: ve riskler hakkinda bilgi sahibi
olmalar1 énemli bir konudur. {leride yapilacak ¢aligmalar igin, gevrimigi ortamla-
rin kullanimina yonelik farkli 6grenme tekniklerinin de ise kosuldugu deneysel
caligmalarin yapilmasi 6nerilebilir.
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THE EFFECTS OF AN ONLINE ENVIRONMENT DEVELOPED FOR ONLINE
SAFETY AND RISK EDUCATION ON THE KNOWLEDGE LEVELS OF SECONDARY
SCHOOL STUDENTS

EXTENDED ABSTRACT:

Distance education and online education can provide an opportunity to pro-
vide flexibility in terms of space and time. Online environments are prepared es-
pecially by considering the target and achievements; they can play a key role in
the education of children. This study aims to examine the effects of trainings con-
ducted in an online environment that designed for online security and risk edu-
cation on secondary school students’ knowledge levels about online security and
risk. In the research, at the stage of collecting quantitative data, one group pre-test
post-test design, which is one of the weak experimental designs, was used. The
findings of the research were supported by using qualitative data collected with
an open-ended questionnaire. The study group of the research consists of students
studying at a central secondary school in Ankara. In the data collection process;
personal information form, online media expert opinion form, online safety and
risk knowledge level determination tool and open-ended questionnaire were used.
In the personal information form developed by the researchers; there are questions
about the daily allocated time for the purposes of using the internet and the sta-
tus of having previously received training on online security, information security
or internet security. A measurement tool titled “Online Safety and Risk-Related
Knowledge Level Determination Tool” developed by the researchers was used to
measure the level of knowledge about online safety and risk for secondary school
students. This measurement tool consists of 16 open-ended questions developed
by determining the themes that should be included in the scope of the literature
review. Within the scope of the study, an expert opinion form titled “Online Media
Expert Opinion Form” was developed to evaluate the online environment develo-
ped by the researchers. Within the scope of the research, a semi-structured inter-
view form was developed by the researchers in order to determine the effectiveness
of the online learning environment. In order to determine the statistical methods
to be used, it was tested whether the study groups showed a normal distribution or
not. A computer-based statistics program was used for the analysis of quantitative
data. Descriptive analysis and content analysis methods were used for the analysis
of qualitative data.

The first research question of this study is “The level of knowledge of students
about online safety and risk; how does the daily allotted time for the purposes of
using the internet and online security change according to a previous training on
information security or internet security? “. One-way ANOVA and independent
groups t-test method were used to find an answer to this question. One-way ANO-
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VA was used to determine the relationship between the daily time spent by the par-
ticipants using the internet to read news and to follow the media, and their level of
knowledge about online safety and risk. One-way ANOVA results showed that stu-
dents’ knowledge levels about online safety and risk does not change depending on
the amount of time spent per day using the internet to read news and to follow the
media. One-way ANOVA was used to determine the relationship between the daily
time spent by the participants for recreational use of the internet and their level
of knowledge about online safety and risk. One-way ANOVA results showed that
students’ knowledge levels about online safety and risk does not change depending
on the amount of time spent on entertainment purposes. One-way ANOVA was
used to determine the relationship between the daily time spent by the participants
for using the internet for educational purposes (doing research, doing homework,
continuing distance education) and their level of knowledge about online safety
and risk. One-way ANOVA results showed that students’ knowledge levels about
online safety and risk does not change depending on the amount of time spent da-
ily using the internet for educational purposes (doing research, doing homework,
continuing distance education). Independent groups t-test analysis was applied to
determine the relationship between the participants’ status of having received any
previous training on online security or information security and their knowled-
ge level about online security and risk. According to the results of independent
groups t-test analysis, students’ level of knowledge about online safety and risk
does not change according to previous training on online security, information
security, cyber security or internet security.

The second research question of the study is “What are the students’ views on
the online environment developed?” in the form. All of the students (30) stated
that the name of the online environment developed was appropriate and that the
content available online was up-to-date.

The third research question of the research is “What is the effect of the envi-
ronment designed for online security and risk-related education on the change
in students’ knowledge about online security and risk?”. In order to test the effe-
ctiveness of the experimental practice conducted on students ‘online safety and
risk-related knowledge levels, pre-test and post-test scores were compared with
dependent groups t-test, and it was determined that there was a significant incre-
ase in students’ knowledge levels about online safety and risk after the trainings.

The fourth and final research question of the research is “What is the effect of
online safety and risk trainings on the retention of learning?”. In order to evaluate
the experimental practice in terms of the retention of the learning, the posttest
and permanence test scores of the study group were compared with the depen-
dent groups’ t-test. It was concluded that there was a significant difference in the
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posttest and retention test scores of students’ knowledge levels about online safety
and risk. This finding was interpreted as the training conducted in the online envi-
ronment was not sufficient to ensure the permanence of the learned information.

To summarize the results obtained within the scope of the study, the online
environments developed in accordance with the targeted achievements and the
student level and the trainings carried out in accordance with the teacher’s plan-
ning through these environments; it can be said that it will contribute to student
success. Nowadays, when the time spent in online environments is quite high, it is
important for students to be informed about the security problems and risks they
may encounter in online environments. For future studies, it can be suggested to
conduct experimental studies in which different learning techniques are used for
the use of online environments for control and experimental groups.

Keywords: Online security, internet security, information security, cyber security,
online learning, distance education.
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