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ABSTRACT
Keywords: Blockchain, security, In the age of information and technology, web applications have become an important part of
authentication, web application, daily life. The communication of these web applications, where important personal and corporate
Web3, ethereum, MetaMask information is managed, with the outside world is provided by authentication methods. Today,

most applications use the traditional username-password method for authentication. This

Gazi University, method, which is vulnerable to brute force attacks, causes serious security vulnerabilities. In this

Faculty Of Applied Sciences,

Management Information Systems method, since most users use the same login credentials in different applications, an attack can
06560 - Ankara, Tiirkiye affect many applications. Some applications also prefer to rely on third-party systems such as
Orcid: 0000-0003-3710-4965 Google and Facebook for authentication. Due to their nature, these systems have risks such as

e mail: mustafatanriverdi@gazi.edu.tr . . . . . . .
& data security problems and single point failure. For more security in the authentication area,

“Corresponding author: studies have been carried out on the Two-Factor Authentication (2FA) method This method has
mustafatanriverdi@gazi.edu.tr serious disadvantages such as GSM network problems, SMS cost or centralization. To overcome
these problems, blockchain is appropriate solution thanks to its distributed, transparent, secure
and immutable structure. In an important and sensitive issue such as identity control, it is thought
that it may be risky to present blockchain technology, which is still under development, as the
only method. Considering the current situation, in this study, a proposal has been made to offer
a secure blockchain-based solution as an alternative to the authentication methods that currently
work for web applications. The new technologies and tools used in the proposed solution are
explained with visuals.

Web Uygulamalar i¢in Blokzinciri Tabanli Giivenli

bir Kimlik Dogrulama Coziimii
(077
Iginde bulundugumuz bilgi ve teknoloji ¢aginda web uygulamalari giinliik yasgaminin énemli bir
parcast haline gelmistir. Onemli kisisel ve kurumsal bilgilerin yonetildigi bu web uygulamalarinin
dis diinya ile irtibati kimlik dogrulama yontemleri ile saglanmaktadir. Gliniimiizde ¢ogu
uygulama kimlik dogrulama igin geleneksel kullanici adi-sifre yontemini kullanmaktadir. Kaba
Kuvvet (Brute force) saldirilarina karst savunmasiz olan bu yontem ciddi giivenlik agiklarina
neden olmaktadir. Bu yontemde ¢ogu kullanici aymi giris bilgilerini farkli uygulamalarda
kullandigindan dolay: bir saldir1 bir¢ok uygulamayi etkileyebilmektedir. Bazi uygulamalar da
kimlik dogrulamas: i¢in Google ve Facebook gibi {igiincii taraf sistemlere giivenmeyi tercih
etmektedir. Bu sistemler de veri giivenligi ve tek nokta hatasi gibi nedenlerden dolay: riskler
barindirmaktadir. Kimlik dogrulama alanindaki daha fazla giivenlik icin iki Faktorlit Kimlik
Dogrulama (2FA) yontemi iizerinde ¢aligmalar yapimistir. Bu yontemin de GSM sebeke
problemleri, SMS maliyeti, merkezi yapilara bagimlilig1 gibi sorunlar1 bulunmaktadir. Bu yaganan
sorunlarin {istesinden gelmek icin blockchain, dagitik, seffaf, giivenli ve degismez yapisi sayesinde
uygun bir ¢oziim olarak karsimiza ¢ikmaktadir. Kimlik dogrulama gibi 6nemli ve hassas bir
konuda hentiz gelisimi devam eden blokzinciri teknolojisini tek yontemin olarak sunulmasimnin
da riskli olabilecegi dustniilmiistiir. Mevcut durum degerlendirildiginde bu ¢aligmada
halihazirda hizmet veren web uygulamalari igin ¢alisan kimlik dogrulama yontemlerine ek olarak
Anahtar Kelimeler: Blokzinciri, blokzinciri tabanli giivenli bir ¢6ziimiin alternatif olarak sunulmasina iligkin bir 6neride

giivenlik, kimlik dogrulama, web bulunulmugtur. Onerilen ¢éziimde kullanilan yeni teknoloji ve araglar gérsellerle desteklenerek

uygulamasi, Web3, aciklanmistir.
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1. Introduction

The Internet has grown quickly, and as a result, many uses, including online payments, smart homes, online
commerce, online public affairs, etc., have become essential to people's everyday lives [1]. However, at the
same time, the complexity and vulnerabilities of the Internet bring along several security concerns and people
pay close attention to information security [2]. Today, many services are provided through web applications.
Most of the information transmitted and stored through web applications that provide these many services
contains personal, commercial and even confidential information of the state and will be targeted by hackers
in the future as in the past [3]. For this reason, authentication, which refers to the verification of the User's
identity on the Internet, plays an important role in protecting information security [4].

Authentication of users is usually provided by their own usernames and passwords. Users often use multiple
applications, and two-thirds of these users reuse the same IDs and passwords for easier memorization [5].
Although this situation provides great convenience to users, it poses a potential security risk for both them
and web applications. Authentication with username and password is the simplest and easiest method to
implement, but it is not resistant to replay attacks [6]. This method is especially vulnerable to brute force
attacks and user passwords can be captured by hackers. Simple passwords created by users also increase the
probability of success of these attacks. The security of the SMS verification method via mobile phone is also
relatively high, but SMS may not be received when the network signal is not good, which may cause users to
wait. In addition, the cost of SMS verification method is relatively high [3]. Thanks to the developments in
recent years, many applications can be accessed via third party authentication platforms like Google and
Facebook, as depicted in Figure 1. These centralised solutions have serious problems such as privacy, security
issues, single point of failure and poor transparency. Moreover, with these authentication methods where only
username and password are used, web applications have become more vulnerable to threats [7]. Lightweight
Directory Access Protocol (LDAP) provides a high level of security, single sign-on (SSO) and ease of use for
users by managing user information in a central directory [8]. However, single point of failure problems
encountered in this method cause access to applications to stop completely.
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Figure 1. authentication with third party applications such as Google etc.

It is thought that blockchain technology is the most appropriate and secure solution to overcome problems
such as the vulnerability of traditional username and password authentication which is still mostly used in
the field of authentication in web applications, the inappropriateness of SMS authentication in terms of access
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and cost, and the problematic structure of third parties such as Google etc. in terms of centralisation and
transparency.

Blockchain, which was first recognized in 2008 with the publication of a paper by a person or a group with
the name Satoshi Nakamoto [9], is a cutting-edge technology that applies to many fields of computer science,
including cryptography-based digital signature and distributed consensus mechanisms [10]. Due to its
decentralized and open architecture, blockchain allows peer-to-peer data exchange in a secure and encrypted
way, without the need for a centralized authority. Founded as the foundation of digital currencies, blockchain
technology has revolutionized many areas of life in recent years, from finance and supply chain to health care,
public services and education. Despite the services and opportunities offered by blockchain, there are still
various challenges [11]- [13]. For example, according to Saberi et al. (2018), blockchain is still considered an
immature technology as it is still in the early stages of its development [14]. Therefore, it still suffers from
various issues related to scalability, interoperability, security, and privacy. There is also the problem of how
to integrate blockchain technology into existing systems [15].

As in other fields, blockchain-based solutions are encountered in the field of identity control in the literature
and IT (Information Technology) world. In addition to the advantages of blockchain, decentralised structure
and autonomous operation, it is difficult to find an interlocutor on the other side in cases such as problems
in the management of credentials or the reversal of an accidental transaction. In addition, for the use of
blockchain in identity control, qualified professionals are needed for integrations with existing applications
and continuous updating as it is a developing technology. The low number of competent personnel and access
to these personnel is also an important problem. Considering the possibility of problems such as performance
and scalability in real-world applications running on blockchain networks, it is thought that it may be risky
to carry out the entire workflow in the field of identity control over blockchain.

For the reasons stated above, it is thought that it may be risky to transfer the authentication of web
applications, especially those that are already running and have many users with different profiles such as age
and technology usage skills, to a completely blockchain-based solution. Instead, it would be better to offer a
secure blockchain-based authentication method as an option in addition to the existing authentication
methods. When the literature is examined, there is no study in which a blockchain-based method is presented
in addition to the existing authentication methods. Within the scope of this study, current literature on
blockchain and authentication is given and a solution is proposed to offer a blockchain-based secure
authentication option as an alternative on applications that perform authentication with traditional methods.

2. Literature Review

2.1. Brute force attack

Brute force attacks constitute an important part of cyber-attacks. They target systems that use the username-
password authentication method, which is still widely used in web applications [16]. Brute force is a type of
attack that enables the capture of targeted login information by trial and error in different combinations.
Hackers usually use automated software to try these combinations. Brute force attacks rely on weak login
credentials. If you have a simple and predictable password, hackers can use automated software to enter your
site [17]. Frequently used password data is utilised in this software. For example, "rockyou.txt" file containing
14 million password data is used in attacks [18].
Brute force attacks are increasing. At the end of 2021, a 160 per cent increase in brute force attacks was
recorded. It is stated that the recent Optus data breach in Australia was caused by a brute force attack [19]. If
the website is compromised by a brute force attack, it can lead to the following consequences [17].

e The hacker can steal your private data.

e The hacker can add malware to your site.

e It will reduce web credibility.

e The hacker can remove your content completely.

2.2. Blockchain

Blockchain was born with Bitcoin at a time when some world-famous banks went bankrupt and people's trust
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in banks was shaken and panicked [20]. Blockchain was first defined in 2008 by a person or group under the
pseudonym Nakamoto as a distributed ledger structure where each record is saved in a distributed platform
and shared by participants in the network [9]. Reyna et al. [21] describe blockchain as a “distributed,
transparent, and immutable data warehouse” where data is stored on the basis of an agreement between
participants. As stated by Glaser [22], blockchain serves as a public and anonymous database allowing
participants to maintain records of their assets without requiring any intermediaries or central authorities.
Johar et al. [23] define blockchain as a distributed ledger technology protected by cryptography to deal with
trust issues that users have long faced. Lewis [24] stated that the difference between blockchain and traditional
databases is that in blockchain, operations such as adding and verifying records are performed by participants
through the consensus mechanism on the P2P network.

One of the most important services provided by blockchain technology is smart contracts. It is believed that
smart contracts can replace traditional contracts by decentralising work within predetermined rules on a
blockchain network [21]. In other words, smart contracts are computer codes that exist transparently on the
blockchain network, cannot be changed and are automatically executed. Smart contracts provide significant
advantages in terms of cost, speed and security by eliminating banks, notaries and similar third parties. It is
believed that smart contracts, which are already used in many areas, have great potential and will become
more popular and widespread in the future.

We can divide the development of blockchain from its emergence until today into three stages [25]- [27]. The
first stage is the blockchain 1.0 stage, where blockchain is considered as the technology that forms the
infrastructure of Bitcoin and other digital currencies. Following digital currencies, the period in which
blockchain is applied to financial applications in the form of smart contracts is called Blockchain 2.0. In recent
years, the application of blockchain in many areas such as health, agriculture, education, public
administration, internet of things is called blockchain 3.0.

Existing blockchain systems are divided into three categories: public blockchain, private blockchain and
consortium blockchain [28].

Public blockchain: A public blockchain is an open platform where individuals, whether associated with
organizations or acting independently, can participate, add records, and engage in mining activities. This type
of blockchain operates without restrictions, which is why it is often referred to as a permissionless blockchain.
The public chain is completely open and transparent and does not contain any private validation nodes. In
this blockchain, anyone can download all the chain data and start mining, so you can ensure that there are
many active copies of the chain. This increases the security and consistency of the blockchain network. In a
distributed structure without any control mechanisms, the consensus protocol must do a lot of work when
making changes to the chain due to the increased amount of data on the existing network.

Private blockchain: A blockchain structure that is managed by a person or group, allowing sharing and data
exchange between people in one or more organisations is called a private blockchain. It can also be called
permissioned blockchain because people without special permission cannot join the chain. A node's
participation and access to the network is based on rules set by the group that manages the network. This
reduces compliance with the decentralised and transparent nature of the blockchain.

Consortium blockchain: A consortium blockchain is a blockchain network characterized by its partial privacy
and permissioned nature. In this type of blockchain, a specific group of nodes, predetermined in advance,
partake in the processes of block validation and consensus as decision-makers, rather than being controlled
by a single organization. These nodes decide who can join the network and who can mine. For block
verification, a multi-signature scheme is used, where only blocks signed by authorised nodes are considered
valid. The federation decides whether the network is public or restricted and whether everyone on the network
has permission to read and write data. While Blockchain technology holds significant potential, its widespread
adoption could encounter several challenges. One of these challenges lies in the energy consumption and
substantial investment in computing resources associated with Blockchain systems utilizing the "Proof of
Work" consensus protocol. For example, as of 2021, the Bitcoin blockchain using the "proof of work" protocol
consumes more electricity than many countries [29]. At the same time, the excessive demand for many
computer components, such as graphics cards used in Bitcoin mining, has led to a significant increase in their
prices. Similarly, storing and verifying all data in the blockchain by all participants can lead to insufficient
performance under high transaction loads. In a blockchain system, transactions performed by users are
transparently shared and encrypted. By analysing this publicly shared data, it is possible to access the
relationships between accounts or the real identities of users. In addition to the difficulties encountered in the
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implementation and dissemination of applications, new skills may be needed as new technologies develop.
Blockchain continues to evolve as a new technology and researchers and companies are working hard to
overcome these challenges.

2.3. Authentication with blockchain

Today, many services are provided over the Internet, and authentication processes are very important for
service providers. It is no secret that current authentication systems have many problems. For example, many
service providers rely on third-party authentication providers that have emerged in recent years to provide
access to user information and services. However, whether it is third-party authorised login or traditional
username and password login, it can be subject to various network attacks [30]. To overcome these problems,
the following facilities can be provided if blockchain is used for authentication.

e Due to the decentralised nature of blockchain, service providers do not need a trusted central
authority.

¢ The information stored within the blockchain is tamper-proof, which serves as a deterrent against
certain illegal activities.

e When service providers are granted access to participate in private blockchains with permissions,
users gain the advantage of accessing these services using a single account. This streamlines and
enhances account management, offering greater ease and efficiency for users.

e The functionality of public and private keys in blockchain allows users to send their credentials
securely. Instead of transmitting credentials directly to the service provider, users can encrypt the
information with their private key, ensuring a higher level of security during data transmission.

Blockchain-based authentication technology has been the focus of researchers' attention in recent years [31],
[32]. It was first proposed in 2014 by Conner et al. [33]. They introduced a blockchain-based Public Key
Infrastructure (PKI) system named Certcoin, aiming to address specific security concerns. The transparency
inherent in blockchain technology gives rise to concerns regarding user privacy in this solution. Furthermore,
a privacy-conscious blockchain Public Key Infrastructure (PKI) guarantees user anonymity by implementing
short-lived online public keys, a concept proposed by Axon and Goldsmith[34]. This work ignores storage
and efficiency while ensuring user privacy. In the following years, the development of blockchain technology,
improvements in performance and storage, and the use of smart contracts have made significant
contributions to the authentication process.

When the literature is examined, it is possible to see many blockchain-based authentication and authorisation
studies for Internet of Things (IoT) devices. Jiang et al. [32] and Khalid et al. [35] can be used as examples of
these studies. There is a limited amount of network application research in this area. One of the few recent
studies in this area is by Ezawa et al [36]. In this study, authentication and authentication are provided more
securely by using blockchain-based PKI structures and smart contracts through authentication and
authorisation servers. In this study, the fact that network users have to enter information such as public key
certificates, random numbers and signatures on the login screen is considered extremely inconvenient in
terms of data security and ease of use. In another study in this area, Xiong et al. [31] propose a privacy-
sensitive authentication system suitable for multi-server environments, although it suffers from single point
failure due to the centralised architecture. In addition to defending against various malicious attacks, the
proposed system meets many security requirements such as mutual authentication and user anonymity. The
solution proposed in this work is a theoretical framework and cannot be applied to any specific scenario.
Ethereum-based cloud user identity management protocol was developed by Wang et al [30]. In this work, as
in the work of Xiong et al. [31], network users were required to enter their key data and encrypted hash values
on the login screen. Patel et al. [37] also developed a decentralized web authentication system using a
prototype of an Ethereum-based blockchain system called DAuth. This study employed users' private keys
and smart contracts to improve security and privacy. Similar to the research in this field, this study has
limitations regarding the use of internet users in their daily lives. Petcu et al. [38] conducted a study on secure
and decentralised authentication on the Ethereum network in accordance with the concept of Web3, which
has been defined as the new decentralised version of the Internet in recent years. The researchers developed
and experimentally implemented an end-to-end authentication application for web applications with Java
and JavaScript languages. This authentication method, which is provided by connecting to the public
Ethereum network through the MetaMask wallet application, was compared with 2FA and SMS
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authentication. These three methods were compared in 50 consecutive experimental logins and the proposed
method was found to be much more efficient than the others. Chen et al. [39] proposed a framework called
XAuth to provide security and privacy in authentication using Public Key Infrastructure (PKI) and Multiple
Merkle Hash Tree protocols. Security analyses and experimental results for XAuth using Zero-Knowledge
Proof (ZKP) Algorithm for encryption and blockchain-based IPFS for storage have shown that XAuth is
effective and suitable in practice. Olanrewaju et al. [40] also conducted a study in which three options were
presented for authentication: traditional username-password, one-time generated and used tokens, and
digital certificates. According to the experimental results of this study, which uses Oracle database and
Amazon cloud services as infrastructure, it is stated that it is more efficient in terms of performance and
memory usage.

3. Proposed Solution

In this section, a solution proposal is given to provide a blockchain-based secure option in addition to the
authentication controls made with username-password, LDAP or third-party applications in web applications
currently in service. Blockchain is generally operated in two types of networks, private and public. The
installation, maintenance and management of private networks are carried out by a specific person, group or
institution. These networks move away from the structure and philosophy of blockchain in terms of
decentralisation, openness to everyone and transparency. They also require investment and management
costs for hardware, installation and maintenance. Public networks, on the other hand, allow application
development in a public and fully decentralised environment without requiring any investment costs. Bolivar
et al. [41] also stated that public networks will be easier to manage and less costly compared to private
networks. Mohammed and Vargas [42], in a qualitative study in which 15 domain experts from the academic
and management fields were interviewed, stated that factors such as the type of blockchain used (public-
private) and the developer community behind it will affect the difficulty of integration studies. For this
solution proposal, the public Ethereum network was deemed appropriate as a blockchain. The most important
reason for this is that the Ethereum network operates in a completely decentralised, secure and automated
manner without any investment and maintenance costs. One of the most important reasons why the public
Ethereum network is preferred is that it has the potential to serve as an infrastructure where decentralised
applications will increase in the future with web3, which we can express as the new version of the Internet,
and where people can own the content on the Internet. According to the data in the Etherscan web
application, where all transactions made in the Ethereum network can be monitored, there are 245 million
active users in the Ethereum network and approximately 100 thousand new users create Ethereum accounts
every day [43]. When the transaction density is analysed, 1000 verified smart contracts are created daily on
the Ethereum network and more than 1 million transactions are made on average. Looking at these numbers,
it is seen that decentralised web3 applications are increasing and the Ethereum network plays a major role in
this.

People can manage their accounts on public blockchain networks from mobile devices and browsers using
wallet applications such as MetaMask [44] and TrustWallet [45]. Thanks to these wallet applications, people
can use their blockchain addresses for tasks such as authentication and data management on the internet.
Nowadays, in addition to e-mail and third parties such as Google, some applications add the option to log in
with blockchain accounts through these wallets. The most widely used among these wallet applications is
MetaMask. In 2023, there are 21 million monthly active users using MetaMask wallet application [46]. In this
study, it was deemed appropriate to use the MetaMask application to access the Ethereum network.
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Figure 2. General structure of the proposed solution

Figure 2 shows the general structure of the proposed solution. With this solution, a blockchain-based secure
method is added as an option in addition to the authentication methods currently provided by username-
password, LDAP or third parties such as Google. In this structure, users can continue to use the current
authentication methods if they wish. Here, users can also select a blockchain-based authentication on the
login page of the web application if they wish. In the first step, the user who chooses the blockchain-based
authentication option on the login page is expected to access his address in the Ethereum network with the
MetaMask application. The user who chooses this option must first install the MetaMask plugin in the
browser and create an address on the Ethereum network. When the Ethereum network is accessed by
successfully logging in with MetaMask in the browser, the address information in this network is used as the
ID value and transmitted to the web application. In the next step, it is checked whether this blockchain ID
value is saved in the profile information by any user. If this blockchain ID is saved in a profile, the user with
that profile is identified and the authentication process is successfully completed. If no profile associated with
this blockchain ID is found, it is understood that the user has chosen the blockchain-based authentication
method for the first time and is directed to add the blockchain ID to the profile information. For this, a small
development is needed to add the blockchain ID field to the profile information in the web application, such
as e-mail, mobile phone, etc. fields. In this way, the user will be able to log in with the currently working
authentication methods and register their own blockchain ID from the profile information page. After this
process, the user who is directed to the login screen will now be able to use the blockchain authentication
method and enter the web application.
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Figure 3. Integration of the proposed solution

Figure 3 shows a visualisation of how the proposed solution can be integrated into an already running web
application. In this visualisation, the technical improvements needed are sequentially and numbered. In the
first step, another field named "Blockchain ID" should be added to the table where user profile information is
stored in the database of the web application and the user should be able to update this field from the profile
screen. The Blockchain ID value should be defined as a "unique key" while saving it to the profile table, so that
an ID value can only be used by one user. In the second step, a new web page should be created that calls the
MetaMask plugin and obtains the user's Blockchain ID value as a result of the process. There are many
libraries that allow this to be done in HTML, JavaScript and CSS. To develop this page, one can make use of
the publicly available resource repository developed by Marountas, J. [47]. On this screen, brute force attacks
can be prevented because the MetaMask plugin provides secure control instead of the structure that allows
hackers to try passwords over and over again. In the third step, the user's Blockchain ID should be queried in
the profile table. If the Blockchain ID does not match any user, a warning should be shown to the user trying
to log in to save this blockchain ID value to his profile. In the fourth step, after the login process is completed,
the information of the user whose blockchain ID value is matched in the profile table should be transferred
to the next step.

In the introduction, Figure 1 shows a visualisation of the username-password and third-party authentication
on the Stackoverflow website. In Figure 4, it is seen that Skiff website, which provides webmail service, offers
users wallet applications as an option for authentication, thus taking precautions against cyber-attacks [48].
It is thought that the solution presented in this study will contribute to the increase of these examples.

4, Discussion

It can be said that this solution, which is presented as an alternative to currently working authentication
methods, is very advantageous in terms of initial and management cost, implementation process, privacy,
data security and resilience against attacks. This method can be quickly integrated into a web application by
making use of many repositories and documentation on the internet without requiring any hardware or
licence costs. An expert staff with software skills may be sufficient for this. Since there is no third party in this
method, it can be considered reliable in terms of data security and privacy. One of the most important
advantages of this method is that it is resistant to attacks such as brute force etc. thanks to the wallet
applications and blockchain structure used. This solution is not dependent on the MetaMask app, other
alternative wallet apps can also be used to access the blockchain network. Unlike other methods, in this
method, users must have the ability to create an account in the blockchain network with wallet applications
and to manage this account correctly.
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Figure 4. Authentication option with wallet applications on the Skiff website.
In the table below, the presented method and other authentication methods are compared in terms of
providing resistance against cyber-attacks, data privacy, initial and management cost, and not being affected

by the single point of failure.

Table 1. Comparison of authentication methods

v
v

X
v

Proposed Blockchain based
solution

Authentication method Resistance against Data privacy Free (start-up and Not affected by

cyber attacks management cost) single point of
failure

Traditional username and

password x X \/ V

Ei 10A? X X v X

SMS
v v X X

2FA v v

Traditional username and password authentication is vulnerable to cyber-attacks such as Brute force. At the
same time, it can be considered weak in terms of data privacy and data security because users generally use
the same login information for many applications. This method does not require any start-up and
management costs and is not affected by single point errors since it usually runs in the database of the
application. Authentication via e-mail and LDAP are also not fully resistant to cyber-attacks. Since these
systems are usually provided by third parties, data confidentiality cannot be ensured and become inoperable
in case of single point of failure. SMS, which is the only method that brings additional cost to operate among
the authentication methods, is successful in data confidentiality and resistance to cyber-attacks, but it
becomes unable to respond to single point of failure. The 2FA method, which has become widespread in
recent years, can also be considered resistant to attacks and successful in terms of data privacy. At this point,
the fact that Google infrastructure is generally preferred for 2FA service brings a significant risk in terms of
data privacy and being affected by single point of failure. It can be said that the blockchain-based
authentication method, which is presented as an alternative to the existing methods within the scope of the
study, is successful and has a high potential for the future in terms of resistance to cyber security attacks, data
privacy, not requiring any start-up and management costs, and not being affected by single point errors due
to its distributed structure.
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5. Limitations and Future Works

The advantages of public blockchain networks such as decentralisation, autonomous operation and no start-
up and management costs are mentioned. In the presented solution, the Ethereum network, which is widely
used in IT sector and academia and has a large developer base behind it, was preferred as a public blockchain
network. In order for the solution to be valid, the Ethereum network must be operational, in other words, if
the Ethereum network is shut down or stops providing service for any reason, the authentication option will
also become inoperable.

In the proposed solution, users are expected to have the ability to create accounts on the Ethereum network
with wallet applications such as MetaMask, manage their accounts and access these accounts on web browsers.
In addition, there will be no solution for problems that may arise in this process in terms of password security,
backing up and transferring account information, since there is no interlocutor in the Ethereum network.

Looking at the studies on blockchain in the literature, it can be said that blockchain has found application in
many sectors and has become one of the main technologies. Considering the number of uses of the Ethereum
network and MetaMask application mentioned in the previous sections and the increase in these numbers, it
can be said that they play an important role in the popularisation of blockchain technologies. Today,
information and communication technologies are developing and spreading very rapidly. Blockchain
cryptocurrency, smart contract, NFT and Metaverse applications, which are considered as Web3 applications
with their distributed and transparent structure, have recently entered our lives rapidly in many areas [49]. In
the future, it is predicted that people will prefer Web3 applications that adopt trust in information systems
instead of third-party intermediaries and applications. In the future, it is thought that there will be a need for
solutions that eliminate the dependency on centralised systems and work on decentralised infrastructures as
in this study.

It will be much more beneficial to implement the solution proposed in this study in real life. At the end of
such an implementation process, it may be possible to access important information about the difficulties
experienced by users when using the blockchain-based authentication solution, their attitudes towards this
solution, and performance and efficiency.

6. Conclusion

Nowadays, web applications are used extensively by people in many areas, and a significant part of the attacks
on web applications are made in the field of authentication, which is the gateway of these applications to the
outside. In web applications, authentication is usually done through traditional username-password or third
parties such as Google and Facebook. Authentication with username-password can be vulnerable to cyber-
attacks as a result of easily guessable passwords or misuse. Third-party applications, on the other hand, carry
risks in terms of privacy, data security and single point of failure. When the literature and sector studies are
examined, it is seen that the most suitable way to solve these problems is blockchain-based methods thanks
to their features such as secure, decentralised and autonomous operation.

It may be inconvenient to use blockchain technology, which is still in the development stage, as the only
option in an important and sensitive area such as authentication. Instead, it is thought that it would be more
appropriate to present a blockchain-based method as an option in addition to the existing methods. In order
to fill this gap in the literature, this study proposes a blockchain-based secure identity management solution
as an alternative for web applications that currently serve with traditional methods. New concepts and
technologies such as Ethereum public network and MetaMask wallet application used in the proposed
solution are explained and the general structure of the solution is explained with visuals. The steps to be
followed in order to add a blockchain-based authentication option to an existing web application are also
explained in a sequential manner. Compared to traditional authentication methods such as username and
password, e-mail, LDAP, SMS, 2FA, etc., the proposed method has a significant advantage in that it is not
affected by single point of failure due to its distributed structure. Thanks to the structure of the Ethereum
network and the use of the MetaMask tool, the proposed method shows great resistance to cyber-attacks. The
fact that blockchain networks work in an automated manner and are not under the control of any person or
institution is extremely important in terms of data privacy and security. The method presented in this study
is proposed to work as an alternative to existing authentication methods. In this way, when a problem is
encountered in the existing centralised methods, the proposed system will be a life saver for web applications.
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In addition, thanks to this method to be implemented as an alternative, it is thought that the service
disruptions encountered due to the density experienced during special periods such as some announcements
and registration periods made through web applications can be prevented.
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